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Throughout the last decade, the concept of governance, risk, and 
compliance has been viewed as a supporting function. More than 
ever businesses are evolving to respond to shifting market 
dynamics, to new digitally-enabled competitors and changing 
customer expectations. Addressing these emerging challenges 
requires companies to rethink how to integrate GRC in order to 
build a level of trust and enhance their market competitiveness. 
Otherwise, businesses cannot successfully manage rising 
uncertainty, complexity, and ambiguity around today’s regulatory 
and geopolitical client.

Jasper Xu
Governance Risk Compliance & IA Leader, PwC Asia Pacific and 
Mainland China/Hong Kong

“



In a w orld w here trust is increasingly important, organisations that 
build credibility throughout their brand, products and services can 
improve their corporate resilience and relationships w ith customers, 
staff and stakeholders. COVID-19 has brought upon unprecedented 
challenges and is expected to have a signif icant impact on the 
global economy.

As companies resume operations and adapt to new  w ays of w orking, 
many are looking inw ards to see how  they can tackle urgent and 
complicated governance, risk and compliance (GRC) issues. How  are 
organisations shifting compliance activities from having high costs on 
customer experience, f inances and the culture to building trust, 
enhancing resilience w ith technology and supporting competitive 
advantage? Is your approach to compliance f it for the future? How  
are you optimising your risk management capabilities and 
strengthening business opportunity alignments to seize opportunities 
in the face of changes in risk landscapes?

PwC’s 1st Annual Asia Pacific Governance, Risk, and 
Compliance Insights Survey: Next generation digital GRC, w hich 
involved 95 senior leaders in 8 territories, explores the sources and 
outlook of uncertainty and how  Risk and Compliance leaders are 
taking action to address it. Conducted in August, September and 
October of 2020, this survey focuses on leader insights in the 
follow ing areas: GRC maturity, technology maturity, and GRC vision.

Introduction
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No matter w here leaders are looking, the path forw ard is unclear and 
uncertain. Uncertainty holds back grow th.

Organisations are struggling to get an integrated and complete view  
of the risks they are facing, as w ell as to predict w hat might happen in 
terms of their risk programme. From the start of COVID-19 pandemic 
until now , organisations are still struggling to collect risk data on time 
to understand the effectiveness and functioning of controls and 
processes. 

According to the Pw C Survey,

Three key themes emerged:
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Organisations want to embrace change, 
but unsure where to start (GRC maturity)

Collaboration between the business and 
risk functions may not be aligned to 
provide an integrated technology 
experience (Technology maturity)

Using technology in the risk management 
function will continue to grow (GRC 
vision)1 2 3
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say of compliance and oversight is not managed by 
a central department. 56% 

of APAC GRC Leaders surveyed reported they 
haven’t started the maturity journey or are w orking 
tow ards streamlined compliance function in one 
business unit.

49%
An integrated platform w ould help integrate operational processes in 
multiple dimensions of risk and compliance, not just w ithin a discreet 
process but right across the enterprise, across all activities and 
across all lines of defence. Moving tow ards an integrated platform 
allow s to aggregate risk and control information across the 
organisation, and ensure compliance w ith listing rules, corporate 
governance codes and other regulations.

of respondents said they use paper/spreadsheets to 
track how  they manage risk and compliance. 61%

of interview ed believe through the use of 
compliance-specif ic technology there are 
opportunities to support compliance requirements.64%



Organisations want to 
embrace change, but
unsure where to start. 

1.GRC maturity:
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“You are not going to get

of your spreadsheet, but you are going to get an 
automated system which will give you other data 
points that you don’t have today. Let’s learn from 
that, let’s see how it improves your processes and 
then we will step forward.”

100%

Ajay Patel
Managing Director, Head of Risk and CFCC Change,
Standard Chartered Bank



Speed of technology change as a key risk 
to growth/organisations want to embrace change but unsure 
where to start

No matter w here leaders are looking, the path forw ard is unclear and uncertain. 
Uncertainty holds back grow th.

GRC maturity:

Why do we need to transform 
from our traditional way working 
to GRC enablement (eGRC)? 
What is the value?
My industry is not highly regulated, w hy do I still 
need GRC enablement?

i. Not regulated does not equal no risk

ii. All industries have risk, e.g., COVID-19 is a 
risk very few  organisations w ere prepared for 

iii. Rely on internal audit to audit to confirm if 
internal controls are operating effectively is not 
fast enough and cannot be too detailed given 
time and resources constraints
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surveyed of APAC GRC Leaders reported they haven’t started the 
maturity journey or are w orking tow ards streamlined compliance function 
in one business unit. 

49% 

The w orld is experiencing an unprecedented rate of change, many organisations have 
identif ied speed of technology change as a key risk to grow th and are looking forw ard to 
embracing digital transformation. How ever, some are unclear how  to embark on this 
journey. 

Major factors w hich drive digital acceleration 

i. mounting pressure and expectation to enhance customer experience w ith cost reduction; 

ii. continuing to meet and keep pace w ith increasing obligations and regulator expectations; 
and 

iii. w orld trend on digital ambition and modernisation, and initiatives on creating 
differentiation through technology and tools.

say of compliance and oversight is not managed by a central department. 56% 



Common concerns on adopting eGRC 

It is important to understand the organisation’s GRC maturity such as risk 
management and compliance functions and executions before platform integration 
and GRC technology adoption. As a minimum baseline, management should 
understand their current GRC maturity level. Understanding this baseline w ill enable 
organisations to identify their desired state of maturity and implement a road map 
and remediation plans to achieve this in a timely manner that ensure they get the 
most value out of their GRC functions and processes.

Operational Benefits:

• Cost control and increased efficiency

- Allocate the skills and capabilities in a better w ay for needed or critical areas, 
enables optimisation of w orkforce and resources strategy 

• Enhance accountability and visibility

- Highlighting individual and departmental responsibilities in order to provide 
better oversight to the management at all times, along w ith appropriate and 
suff icient support to staff w hich enables stronger governance

• Agility and sustainability

- With technology-enabled GRC models and solutions, end-to-end operating 
procedures are controlled and review ed under consistent and clear w ay, as 
such helps to deliver more sustainable strategy along w ith more responsive risk 
management tow ards any unforeseeable changes and risks incoming

14%

26%

33%

40%

67%

Not be able to adapt to regulatory changes

Duplicate information and processes

Lack of skilled resources

Manual workload

Fragmented or inconsistent view of risk management

What are your common pain points in GRC?

7%

14%

20%

21%

61%

None currently

Other applications

GRC technology tools

Paper-based

Microsoft Office suite

How do you manage and maintain your risk/control registers?
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• Unjustif ied extra costs
• Hard to understand the value or value is remote
• Traditional w ays (i.e., spreadsheet) can achieve the same goal
• Simply seen as an IT tool
• Insuff icient resource to implement and maintain
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Majority of our surveyed organisations in APAC are using Microsoft 
suite applications and paper-based materials for managing and 
maintaining risk and control registers. In our Survey, more than half 
of the organisations have also expressed that they are managing 
their GRC journey, w ith expanding risk focus and improving risk 
analysis and related metrics. This is important to reveal the trend 
among businesses w here risk and compliance execution and 
oversight functions are highly valued by executives, especially during 
this pandemic period w ith unstable economy.

We have also interview ed these organisations on w hat they w ould 
focus on for the next 12 months, and it is clear that organisations are 
mostly aiming at not just to reduce control deficiencies and increase 
collaboration w ith business and operation, but also strengthening the 
entire organisation controls along w ith its risk management. 

The implementation of GRC technology needs to be supported by 
established processes w hich enable the effective input of GRC tools, 
and a strong culture of engagement in the GRC processes by all 
stakeholders. One of the critical success factors for any 
transformation is ensuring that process changes and new  operating 
models are actually w orking in practice. The change management 
component needs to be embedded in your culture.

One of the critical success factors for any transformation is ensuring 
that process changes and new  operating models are actually w orking 
in practice. The change management component needs to be 
embedded in your culture.

GRC technology has proven to be a reliable and resilient solution, 
w ith the leaders using this solution in the f inancial services industries 
as identif ied through the primary heavy focus of technology 
integration by multinational banks and listed insurance companies. 
This is no surprise as these organisations operate in heavily 
regulated markets w ith a w ide gambit of compliance requirements. 

GRC technology aims to provide higher collaboration betw een risk 
management and businesses, enabling businesses to enhance risk 
management by combining risk identif ication, risk management, and 
testing procedures into one consistent platform. Breaking dow n 
individual risk function siloes, creating better information sharing, and 
providing risk coverage of the entire business.

Moving from traditional risk management approach to eGRC 
platform, w e shall look at technology maturity as w ell. From our 
survey responses, even though organisations do not have or not yet 
fully adopted to GRC technology, there is an obvious trend that 
organisations are planning to embrace themselves to technology 
improvements for better risk management and controls, w ith the 
mindset to provide suff icient support to organisations’ GRC needs. 
This is particularly important for, and especially for strengthening the 
lines of defence w ithin the organisation, and ensuring regardless of 
how  the organisational structure supports effective risk management 
and governance, all functions and teams are w ell equipped to ow n 
their respective risk management responsibilities.
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Collaboration between the 

business and risk functions may 

not be aligned to provide an 

integrated technology experience. 

2.Technology maturity

“Entire workforce is participating in risks, and therefore collectively 
we are getting a much better view across our company and to 
make better decisions.”

Neil Morgan
Group Executive, Insurance Australia Group
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Collaboration between the business and risk 
functions may not be aligned to provide an 
integrated technology experience 

Many organisations are adopting point solutions for dealing w ith 
specif ic problems, such as deploying specialised technology and 
smart controls. These solutions are more affordable, innovative, 
faster speed to value, and able to leverage smarter technology 
already available such as smart phones. 

Some other organisations are focused on productivity and eff iciency 
by process automation (e.g., artif icial intelligence and machine 
learning), w hich can be very scenario driven and able to eliminate 
human error as w ell as reducing manual controls.

How ever, these organisations are struggling to get an integrated and 
complete view  of the risks they are facing; unable to predict w hat 
happens next in terms of their risk programme. From the start of 
COVID-19 pandemic until now , organisations are still struggling to 
collect risk data on time to understand the effectiveness and 
functioning of controls and processes. How  do w e know  w hat risks 
are being managed if w e’re not in off ice?

Technology maturity

4%

12%

17%

22%

15%

19%

8%

13%

10%

15%

21%

19%

48%

53%

57%

43%

41%

47%

40%

22%

16%

21%

23%

14%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Other business area/s

Legal (other than compliance)

Internal Audit/ Controls

Information technology

Finance

Compliance/Risk Management

Do you use GRC Technology in the following functions

Has its own GRC technology Shared with other functions No technology used Not sure

48.20%

30.40%

21.40%
How is your current GRC 
technology developed/maintained?

In-house developed Third-party vendor No GRC Platform
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With majority of the large organisations having already established 
their lines of defence, communication still appears to be siloed. GRC 
technology w ould provide collaboration and help existing functions to 
create even more value w ith enhanced w orking eff iciency, along w ith 
cost reduction. For example, Internal audit (IA) functions w ould have 
more dynamic audit planning and can adapt to new  risk areas instead 
of testing the same processes year over year. IA can identify the 
changing risk profiles and adjust the test plans quickly, adapting from 
yearly to quarterly planning. 

One key change is understanding how organisations change 
from paper/spreadsheet-based risk documentation to a digital 
platform. The importance of making sense of how  structured and 
unstructured data are incorporated into the establishment of a strong 
GRC culture and supporting processes cannot be understated in our 
digital w orld. GRC technology allow s organisations to use it as a 
repository for data and w orkpapers across all functions, also sharing 
w ith any third-party service providers, w hether they are outsourced or 
co-sourced.

While implementing GRC systems w ould bring immediate benefits 
around the end-to-end process monitoring, the process to get there 
needs to be pragmatic and not over-engineered. This journey should 
keep pace w ith the digital agenda and vision. In the interim w hilst 
organisations prepare to move to eGRC based tools, the use of 
simplif ied data analytics and RPA tools can be used to support the 
eff icient management, reporting and actioning of paper/spreadsheet-
based risk information (for example Microsoft Excel and Pow er BI). 

GRC technology is more than a technology implementation, it 
requires upfront determination of strategies, business cases, 
roadmaps, and data models, etc., w here risk and control activities 
should be substantially integrated to the business, and to be built in 
as one of the steps for business activity. 

Adoption is the key to drive and improve risk culture at the same 
time, w here user experience is absolutely vital. A top-down drive is 
highly recommended for implementing eGRC, showing that risk 
is an essential element of the business and in fact, it should 
always be taken seriously from the decision-makers to the 
operating units, which is the key to release benefits and drive 
sustainability.
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A digitalised GRC could be the 
solution in dealing with the new and 
emerging risks for all organisations
while creating long-term value. 

3.GRC vision
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The vision is to create a truly connected decision making 
solution. We see the opportunity to connect data to risk 
frameworks, allowing us to identify risks that may not be apparent 
to businesses. By bringing together all data sources, we can 
make faster, more coordinated and informed business decisions.”

Imelda Kwong
GRC & IA Leader, PwC Hong Kong

“
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GRC vision should be aligned to a vision for an 
organisation’s supporting functions (including risk, internal 
audit, compliance, etc.) to digitalise and improve their 
utilisation of technology. Using technology in the risk 
management function will continue to grow.

Looking forw ard, the importance of GRC technology in risk management w ill continue 
to grow . According to the Survey,

GRC vision

Risk data is usually considered to take too long for analysis, often 
taking w eeks/months, to be considered for effective decision making. 
Real-time integrated GRC systems connected to other smart and IT 
applications w ould provide a consolidated view  of risk status. GRC 
Technology can provide better insights and support through almost 
real-time scenario planning. This w ill become a key asset in supporting 
decision making and regular observations, ranging from operational 
teams to executives and w ill provide value-add inputs to many 
functions across the business (including risk, internal audit, 
compliance, process and control ow ners, incident response and 
management teams, etc.).

Agility is the key to organisations’ sustained success, w hich also drives 
from point solutions to integrated and reduce the overall cost and effort 
in the implementation.

25%

26%

31%

40%

75%

22%

2%Other

Meet regulatory requirements

increased automated controls

Better insights

Reduce control deficiencies

Increased collaboration with business and
operations

Enhanced control and risk management

What are you focusing your attention on in to 
improve in the next 12 months?

14 | Next generation digital GRC

of interview ed believe through the use of compliance-
specif ic technology there are opportunities to support 
compliance requirements.

64%
An integrated platform w ould help integrate operational processes in multiple 
dimensions of risk and compliance, not just w ithin a discreet process but right across 
the enterprise, across all activities and across all lines of defence. Moving tow ards an 
integrated platform allow s to aggregate risk and control information across the 
organisation, and ensure compliance w ith listing rules, corporate governance codes 
and other regulations.

Imbedding technology throughout the process w ill broaden the focus to include a more 
holistic picture of both tactics and strategy through leveraging data and technology, 
that leads to more predictive capabilities and drives dow n risk and compliance cost as 
a result.
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Through the Survey w e noted that most believe the compliance, risk, 
and incident management functions can be automated. We can see 
the key themes of transitioning the risk management programmes 
from reactive and tactical to proactive and strategic. Leading complex 
organisations are transforming their risk and compliance functions to 
enable effective reporting to drive risk prioritisation, effective decision 
making and eff icient resource deployment. 30%

31%
35%

38%
61%

28%
13%

11%Data model/Taxonomy
Other reason/s
Control testing

Remediation tracking
Better alignment with business strategy

Stregthen 3 Lines-of-defences
Risk reporting

Risk management and governance structure

What is your purpose for using GRC Technology?

2%
8%
8%

10%
12%
12%

15%
17%

20%
22%

29%
31%

37%
39%

41%

Third party management
Policy management

Process optimization and automation
Other

Business continuity management
No technology used

Security and process controls
Document management

Data analytics and modelling
Continuos monitoring on GRC activities

Incident or issue management
Control self assessment

Dashboards and reporting
Enterprise risk management

Audit and compliance management

How do you utilise your GRC technology?
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Lack of understanding

Core business is priority

Lack of awareness

Unawareness

Not started

Failed implementation

Unaligned

Unclear benefits

Lack of resources

Data integration

While compliance, IA, and risk professionals understand the need for GRC 
technology the common challenges or barriers to implementing the solution is 
management buy-in, cost vs benefit, and a lack of understanding of the 
capabilities of the technology.
Effective use of GRC technologies enables enterprise resiliency programme ow ners to focus their time on leading 
and monitoring their programmes' eff icacy instead of being consumed w ith actively managing the documentation. 
GRC technology can automate mundane administrative tasks, freeing risk managers to spend their time focusing 
on data quality, risk transparency, and strategic planning. Programme policies and standards and the workflow 
associated w ith following formal procedures can be configured within the GRC tool, enhancing 
compliance, consistency, and, most important, the quality of the data. Management is then able to 
focus on:

Challenges to implementing GRC technology

Cost
Vs

Benefit

Management 
buy-in

Strategy & vision
Enables ow ners more time 

to set strategic direction

Data quality and 
transparency

Standardises the use of 
data elements captured 

w ithin the GRC technology 
and enables a common 

risk language
and taxonomy

User enablement
Facilitates w ork f low  by 

prompting users to 
eff iciently and timely 

perform their
GRC tasks

Policy and
procedure 
compliance

Guides users through all 
of the required activities to 

ensure compliance w ith 
policies, standards, and 

procedures

Training efficiency
Enables using GRC 

technology during training 
to enhance users' 

understanding of their
risk and resiliency 

responsibilities

Real-time 
reporting

Enables the ability to 
report on risks and status 
from a single data source

Efficiency
and speed

Automatically prompts
the users to update their 
information timely w ith 
only the required data 

elements needed



Success factors to start your GRC journey

Know your strategy
• GRC processes and protocols 

are not separate and distinct 
from business processes, to be 
effective they must be ‘built-in’ 
Spend time upfront 
determining the GRC 
strategy/roadmap.
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Engage the business
• Embed business champions 

w ho understand processes and 
a product expert in design to 
assist in gathering consensus 
and be informal levers of 
change. Alignment ensures that 
objectives are clearly 
understood, the benefits are 
clearly articulated and 
commitment is gained to w ork 
tow ards achieving them

Plan for the future
• Keep the future simple and 

customer focused
• GRC is not a point in time 

process and should evolve
with the business and 
change

Start small and
build on success
• User adoption w ill be easier and 

training

• Building on layers w ill help 
deliver greater value over time

Technology is
only an enabler
• Solutions need to do what is 

needed over the long term 
and aligned to the technology 
strategy but effective 
integration of GRC requires the 
use of a framew ork

• Technology alone w ill not 
address the issue. Seek an 
opportunity to get the process 
right before implementation to 
realise the benefits from go-live



In a world of rapid change, digitisation and disruption – trust has 
been eroded across many parts of society. Stakeholders are 
seeking trusted sources of information around issues such as 
effective management of cyber risk, reliability of data and 
transformation programmes. Focusing on strategy execution and 
transforming risk into confidence will drive your business 
forward.”

Jennifer Ho
PwC Global Risk Assurance Leader

“
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Due to the data driven nature of the solution, w ork eff iciency is 
expected to be changed in a positive w ay, not to mention that facing 
global crisis and diseases pandemic, incident management could be 
further developed w ith enhanced oversight across the organisation. 
Responsible divisions or personnel could be immediately identif ied 
w hich allow s prompt response on any risk w ith actions to be taken 
and additional remediation plans.

We hope that our survey has provided some fruitful thoughts and 
useful trend analysis as you chart a course through the uncertain 
economic and business environment.

Thinking to the future, steps shall still be taken on implementation of 
GRC technology, w ith the IRM w ith GRC technology development 
needs to be agile, yet it is not to be thought as an individual 
programme, it is for signif icant months, signif icant years, and needs 
to be very pragmatic and organic in the w ay that it keeps pace w ith 
how  the organisations shift w ith their risk maturity and management 
agendas, and most importantly, to grow  and create value for the 
organisation in numerous w ays.

As our survey shows GRC 
technology would allow 
business and individual 
owners to oversee the risk 
process.
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Pw C surveyed 95 senior leaders in 8 territories in August, September and October of 2020. The sample of 95 senior leaders used for the f igures in this report are a benchmark for future GRC enablement surveys. Further 
details by region and industry are available on request. 
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Note: 

Not all f igures add up to 100% as a result of rounding percentages and excluding ‘not applicable’ and ‘don’t know ’ responses from exhibits

of their organisations had 
revenues of US$1bn or more37% 

of their organisations had 
revenues betw een US$100m and 
US$1bn32% 

of their organisations had 
revenues of up to US$100m20% 

of the survey w as conducted online. 100%

Of the 95 senior leaders w hose responses w ere used for the f igures:

of their organisations are 
government or non-profits6% 

of their organisations w ere over 
100,000 employees2% 

of their organisations w ere 
betw een 50,000 and 100,000 
employees6%

of their organisations w ere over 
betw een 10,000 and 50,000 
employees22%

of their organisations w ere 
betw een 1,000 and 10,000 
employees33%

of their organisations w ere less 
than 1,000 employees37%

Survey methodology
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By approaching compliance in a more risk-focused and tech- and 
data-enabled way, supported by human-centered design, 
organisations can grow and become more innovative, confident 
in their ability to provide the protection that their people, 
customers, stakeholders, and society need. This transformation is 
perhaps more critical than ever. Because today, the only truly 
solid currency is trust.

Andrew McPherson
PwC Global Governance Risk Compliance 
and Internal Audit Leader

“
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