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Notices

Customers are responsible for making their own independent assessment of the information in this 

document. This document: (a) is for general information purposes only and should not be used as a 

substitute for consultation with professional advisors, (b) represents current AWS product offerings and 

practices, which are subject to change without notice, and (c) does not create any warranties, 

representations, commitments, conditions, or assurances from AWS and its affiliates, suppliers or 

licensors. AWS products or services are provided “as is” without warranties, representations, or 

conditions of any kind, whether express or implied.  The responsibilities and liabilities of AWS to its 

customers are controlled by the applicable AWS agreements, and this document is not part of, nor does 

it modify, any agreement between AWS and its customers.

The information contained in this whitepaper is of a general nature only. It is not meant to be 

comprehensive and does not constitute the rendering of professional advice or service by AWS nor its 

affiliates nor PricewaterhouseCoopers Limited ("PwC"). AWS and PwC have no obligation to update the 

information as law and practices change. Before taking any action, please ensure that you obtain advice 

specific to your circumstances from your usual client service team from AWS, PwC or your other 

advisors.

The materials contained in this whitepaper were assembled on 12 October 2021 and were based on The 

Hong Kong Association of Banks’ Secure Tertiary Data Backup Guideline issued on 30 April 2021 along 

with other information available at that time.”

© 2021 Amazon Web Services, Inc. or its affiliates and PricewaterhouseCoopers Limited. All rights 

reserved. PwC refers to the Hong Kong member firm, and may sometimes refer to the PwC 

network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further 

details.

http://www.pwc.com/structure
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Executive summary

Financial institutions and their customers have benefited from the application of technology such as Cloud, 

Big Data, and Artificial Intelligence, especially the way that financial services are designed, delivered, 

secured and assured. 

These benefits from transforming with Cloud, Big Data and AI have also been seen in Hong Kong, where 

there is building momentum for the digital transformation of financial services with COVID-19 accelerating 

the adoption of new technologies, particularly for online customer engagement, remote employee working, 

and driving a greater focus on resilience with the altered threat landscape for financial services.

Regulators and industry associations are publishing guidance to better prepare financial institutions for 

cyber resilience, such as the Hong Kong Association of Bank (HKAB)’s Secure Tertiary Data Backup 

(STDB) Guideline. The Hong Kong Monetary Authority (HKMA) stated that STDB is an effective measure 

for enhancing cyber resilience and data security of Authorised Institutions (AIs) in Hong Kong.

Amazon Web Services (AWS) is already used by AIs to secure sensitive and critical banking data with 

independently-audited, identity and access management controls. Hosting a STDB solution on AWS can 

result in significant cost savings compared to on-premise storage options due to AWS’ on-demand, pay-as-

you-go, economies-of-scale model. 

To help AIs with their assessment of a STDB solution on AWS, PwC and AWS have collaboratively 

developed this whitepaper to help AIs accelerate their journey and demonstrate the feasibility of 

implementing an STDB solution on AWS that satisfies all nine (9) characteristics and applicable principles 

of HKAB’s STDB Guideline. 

This whitepaper provides details of a reference architecture to demonstrate how all nine (9) characteristics 

of a STDB can be met as enabled by AWS services. This is just one possible architectural design; other 

designs for a STDB solution on AWS may also meet HKAB’s STDB Guideline.  

Relevant considerations for Governance, People and Process are also highlighted for AIs as they consider 

the implementation of a STDB across five (5) stages namely, Integrate, Ingest, Store, Restore and Operate 

for an effective and operational STDB capability.

AIs should develop their own custom solution architecture based on their critical business operations; 

existing IT landscape of data, applications, and infrastructure; and recovery objectives to have more 

accurate estimates of the required resources, budget and schedule for building a STDB solution on AWS. 

PwC and AWS are delighted to assist AIs in developing a custom solution architecture.

This whitepaper is provided solely for informational purposes. It is not legal or regulatory advice, and 

should not be relied on as such. As each customer’s requirements will differ, we strongly encourage AIs to 

obtain appropriate advice for their implementation against the STDB requirements and other applicable 

laws and regulations relevant to their business.
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Purpose and scope

1 Financial Stability Board, Effective Practices for Cyber Incident Response and Recovery, 19 Oct 2020, https://www.fsb.org/2020/10/effective-practices-for-

cyber-incident-response-and-recovery-final-report; Sheltered Harbor, Sheltered Harbor Specifications v1.8.3, 30 September 2019.

PwC and Amazon Web Services (AWS) have published this whitepaper to provide Technology, Risk and 

Compliance stakeholders of Hong Kong (HK) Authorised Institutions (AIs), i.e. Fully and Restricted License 

Banks, and Deposit Taking Companies, with technical information to implement a Secure Tertiary Data 

Backup (STDB) Solution on AWS to meet the Hong Kong Association of Bank’s (HKAB) STDB guidelines.

This whitepaper outlines insights from PwC on today’s cybersecurity landscape, particularly destructive 

data attacks. We provide a reference architecture for a STDB solution on AWS for meeting all nine (9) 

characteristics of HKAB's STDB Guideline, with the whitepaper closing with a view of how to start 

evaluating an STDB solution for an AI to implement. 

The provided reference architecture has been co-created by PwC and AWS to address all nine (9) 

characteristics and the relevant principle-based guidelines, also considering the Financial Stability Board 

and US ‘Sheltered Harbor’ controls.1

This whitepaper is provided solely for informational purposes. It is not legal or regulatory advice, and 

should not be relied on as such. As each customer’s requirements will differ, we strongly encourage AIs to 

obtain appropriate advice on their implementation against the STDB requirements and other applicable 

laws and regulations relevant to their business.
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Section 2. 

PwC insights: 

The need for ransomware protection
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2.1 PwC insights: 
The evolving cybersecurity landscape 

Financial institutions and their customers have benefited from the application of technology such as Cloud, 

Big Data, and Artificial Intelligence. As these technologies have been applied to digital transformation, they 

have also changed the way that financial services need to be designed, delivered, secured and assured. 

The digital transformation of Hong Kong financial services is building momentum with COVID-19 

accelerating the adoption of new technologies, particularly for online customer engagement, remote 

employee working, and also altering the threat landscape for financial services. 

New ways of working and a new normal of constant online communication places employees at greater risk 

of exploitation through social engineering. The rapid deployment of Virtual Private Network (VPN) 

endpoints shifts the edge of the organisation to common home devices that are not secured to the same 

extent as corporate networks, increasing the potential attack surface.

Even before Covid-19, the need to strengthen the operational and digital resilience of the financial sector, 

as well as the need to enhance Cyber Incident Response and Recovery (CIRR) practices have been 

recognised by regulators and industry bodies. This has led to new guidelines published in recent years to 

help financial institutions improve resiliency.2

In Hong Kong, the Hong Kong Monetary Authority (HKMA) has recognised the need to maintain effective 

cyber resilience commensurate with the latest technology trends and so implemented the Cybersecurity 

Fortification Initiative (CFI 1.0) in December 2016 with a view to raising the cyber resilience of Hong Kong’s 

banking system. This was followed by the launch of an upgraded the Cybersecurity Fortification Initiative 

2.0 (CFI 2.0) in November 2020. 

2 For example: Financial Stability Board, Effective Practices for Cyber Incident Response and Recovery, 19 Oct 2020; Sheltered Harbor, Sheltered Harbor 

Specifications v1.8.3, 30 September 2019.
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2.2 PwC insights: 
The growth of ransomware

The PwC Cyber Threats 2020 report reported an 

increase in the number of ransomware incidents 

last year, following a trend established in 2019. 

Leak sites became a more visible element of the 

ransomware phenomenon in 2020, where data 

exposed on a leak site represented an attack that 

failed to extort a ransom payment from a victim.

Figure 1 —Total of ransomware leak site 

publications in 2020 according to PwC’s 2020 

Cyber Threats Report.

In 2021, PwC continues to sees an evolution of tactics where sophisticated criminals now target selected 

critical systems and files to maximise operational impact. Criminals also seek to maximise the ransom by 

charging one sum to provide a digital key to unlock encrypted files and servers, and another amount to not 

disclose stolen data. PwC also sees COVID-19 providing criminals with an opportunity to introduce 

pandemic themes into phishing emails for the initial infiltration of malware. 

Human-operated ransomware attacks threaten organisations. In these attacks, criminals attempt to extort

victims, either to restore access to critical data or stop public disclosure. In this type of attack, cyber

criminals gain access to internal corporate networks and deploy ransomware to encrypt data before

attempting to extort organisations into paying ransoms to recover access and restore systems. Attackers

also steal and threaten to leak sensitive data to provide additional leverage when extorting their victims.3

PwC has observed two trends that may have increased the attractiveness of criminal destructive data

attacks, firstly the ease of receiving ransom payments via cryptocurrency and secondly, lower barriers to

entry because of subscription schemes such as Ransomware-as-a-Service (RaaS).4

PwC has seen cybercriminals continuously evolve in the last few years through helping clients respond to, 

and recover from, numerous cyber incidents in Hong Kong.5

In 2018, PwC was called in to help investigate over 80 Business Email Compromise (BEC) frauds against 

Hong Kong companies, where threat actors directly compromised email accounts by hijacking an existing 

email thread to give credibility to their fraudulent request.

In 2019, PwC saw ransomware attacks with a higher degree of stealth and manual lateral movement by 

using legitimate software and system functions for malicious actions during non-office hours to remain 

hidden until the encryption of files and servers was completed.6

3 PwC, ‘Responding to the growing threat of human-operated ransomware attacks’, PwC Threat Intelligence, 14 October 2020, 

https://www.pwc.com/jg/en/publications/responding-to-growing-human-operated-ransomware-attacks-threat.pdf
4 PwC, ‘Cyber Threats 2020: A Year in Retrospect’, PwC Threat Intelligence, 17 December 2020, https://www.pwc.co.uk/cyber-security/pdf/pwc-cyber-threats-

2020-a-year-in-retrospect.pdf
5 PwC, ‘Cyber threats to Hong Kong – an incident response perspective’, PwC’s DarkLab, March 2020, https://www.pwchk.com/en/issues/cybersecurity-and-

data-privacy/cyber-threats-to-hk-an-incident-response-rerspective.pdf
6 Using existing system software and functionality is a technique also known as a Living-Off-The-Land (LotL). See also 

Kaspersky IT Encyclopedia – LotL Attack, https://encyclopedia.kaspersky.com/glossary/lotl-living-off-the-land/
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2.3 PwC Insights: 
Human-operated ransomware attack

The increasing intensity of ransomware attacks is evident in the shift in the Tactics, Techniques and 

Procedures (TTPs) utilised by threat actors to increase the likelihood of a successful ransomware attack.

Threat actors use automated and mass-scale techniques to infiltrate internal networks, before abusing a 

combination of legitimate administration and security tools to gain privileged and pervasive access to 

victim's systems. 

PwC also sees some attackers taking a targeted approach by focusing their efforts on specific victims and 

their business-critical systems or files. Through research and preparation, these attackers develop a 

deeper understanding of the business operations and target the critical business data of their victims to 

increase the chances of larger payoffs. 

Figure 2 —Typical path of a human-operated ransomware attack.
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2.4 PwC Insights: 
Ransomware tactics, techniques and procedures

Tactics, techniques 

and procedures MITRE description PwC observation

Exfiltration over C2 

channel 

MITRE reference: 

T1041

Adversaries may steal data by 

exfiltrating it over an existing 

command and control channel. 

Stolen data is encoded into the 

normal communications channel 

using the same protocol as 

Command and Control (C2) 

communications.

The exfiltration of sensitive data is often the 

end goal of intelligence gathering activities 

and using the existing C2 channel is a 

common means of doing so. 

This technique has been notably adopted in 

2020 by the operators behind ransomware 

as they increasingly look to incorporate data 

exfiltration as part of their attack process.

Data encrypted for 

impact 

MITRE reference: 

T1486

Adversaries may encrypt data on 

target systems or on large numbers 

of systems in a network to interrupt 

availability to system and network 

resources. They can attempt to 

render stored data inaccessible by 

encrypting files or data on local and 

remote drives and withholding 

access to a decryption key. 

This is the most common and notorious 

technique, whereby ransomware is used to 

encrypt a victim’s system, often after 

extracting sensitive information from 

directories. 

Upon announcing the compromise of a 

victim on a leak site and providing “proof” 

that data has been downloaded from their 

victims, threat actors set a deadline by which 

a ransom must be paid.

Service stop 

MITRE reference: 

T1489

Adversaries may stop or disable 

services on a system to render 

those services unavailable to 

legitimate users. Stopping critical 

services or processes can inhibit or 

stop response to an incident or aid 

in the adversary's overall objectives 

to cause damage to the 

environment.

Threat actors will disable services to either 

cause further damage the environment or 

prevent the victim being alerted to malicious 

activity. Of the ransomware variants 

analysed by PwC, most ransomware 

variants kill active processes that prevent 

them from accessing files targeted for 

encryption.

Inhibit system 

recovery 

MITRE reference: 

T1490

Adversaries may delete or remove 

built-in operating system data and 

turn off services designed to aid in 

the recovery of a corrupted system 

to prevent recovery.

This is to permanently damage the victim’s 

system should they not meet the demands of 

the threat actor. It can involve not only 

encrypting the original data on-disk, but also 

any other connected storage devices holding 

data backups that can be accessed

PwC references the MITRE ATT&CK framework,7 a recognised global taxonomy for cyber-attack TTPs in 

sharing its observations of key ransomware TTPs that can impact organisations.

7 MITRE,  “MITRE ATT&CK Enterprise Matrix”, https://attack.mitre.org/matrices/enterprise 
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Section 3. 

Ransomware resilience 

with a STDB solution
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3.1 Ransomware resilience with
a STDB solution

HKAB and HKMA responses on STDB

To address the potential for destructive cyber-attacks affecting critical data, HKAB formed a STDB 

Taskforce under the e-Banking and Cyber Security Committee (EBCSC) in December 2020. The Taskforce 

published a set of principle-based guidelines to better prepare AIs for the prompt recovery and restoration 

of critical data in the event of destructive cyber-attacks in April 2021.8 AIs were invited to refer to these 

guidelines when designing, implementing and operating a STDB to cover the systems, infrastructure and 

data supporting their Hong Kong business and operations. 

On 18 May 2021, the HKMA issued a circular to request all AIs to critically assess the need for setting up a 

STDB to counter the risk of destructive cyber-attacks.9 In this circular, the HKMA expressed its view that 

STDB was considered an effective measure to enhance cyber resilience and data security of AIs in Hong 

Kong and that it expected all AIs to critically assess the need for implementing an STDB having regard to 

their risk exposure and taking into account the principles stipulated in the HKAB’s STDB Guideline. By 30 

November 2021, all retail banks and foreign bank branches with significant operations in Hong Kong are 

required to submit to the HKMA a report summarising the outcome of their assessment.

A STDB solution on AWS

Resilience planning for Disaster Recovery (DR) and Business Continuity Planning (BCP) will often consist 

of having data and software in primary and secondary environments, each with on-site and off-site 

backups. These arrangements may be effective for dealing with operational outages, but additional controls 

for resilience to ransomware may be required. If ransomware controls are not part of contingency planning, 

a ransomware attack that isn't detected in time could affect both primary and secondary environments, 

seeing corrupted data propagate into backup sites. 

As part of safeguarding themselves from ransomware, AIs should identify their critical business operations 

and the data, systems and/or software assets that they rely upon. There then needs to be a solution to 

effectively, efficiently and reliably collect, store and recover such information assets to/from a secure, 

highly available and immutable storage location to provide confidentiality, integrity and availability.

A STDB solution on AWS may be an appropriate choice for AIs as AWS already securely hosts sensitive 

and critical banking data for Hong Kong AIs with independently-audited, identity and access management 

controls. With AWS’ on-demand, pay-as-you-go, economies-of-scale model, there can be significant cost 

savings relative to on-premise storage options. Being a cloud-based solution, there are also additional 

advantages of scalability and elasticity.

8 The Hong Kong Association of Banks, Secure Tertiary Data Backup Guideline, 30 April 2021

9 Hong Kong Monetary Authority, Secure Tertiary Data Backup, HKMA Circular, 18 May 2021, https://www.hkma.gov.hk/media/eng/doc/key-

information/guidelines-and-circular/2021/20210518e1.pdf
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AWS services can enable customers to address each of the nine (9) characteristics of HKAB's STDB 

Guideline, where a summary of AWS capabilities mapped to the nine (9) characteristics is provided in 

figure 3.

No. Characteristics AWS Capabilities

1 Immutable: 

Unchanged during 
retention

AWS customers can enable storage using a Write-Once-Read-Many 

(WORM) model. AWS Simple Storage Service (Amazon S3) Object Lock 

prevents objects from being deleted or overwritten for a fixed amount of 
time or indefinitely. 

2 Survivable: 

Recovery without relying 

on production 
infrastructure

Using different accounts in the AWS cloud segregates the STDB vault 
environment from development, production and DR environments.

3 Air-Gapped: 

Logical and/or physical 
disconnection

The STDB is logically disconnected from primary and secondary 

networks, systems, infrastructure, and data by only allowing temporary 
cross-account access.

4 Secure: 

Confidentiality & integrity 
& availability

AWS offers customers a number of technologies where customers can 

implement a wide range of controls to provide data confidentiality integrity 
and availability.

5 Controlled: 

Reasonable assurance 
STDB is free of malware

There are a number of industry partners available on the AWS 
Marketplace providing anti-malware solutions.

6 Verifiable: 

Detect tampering or 
corruption

The integrity of objects transferred to the STDB is validated by using 

industry standard MD5 checksums to verify the integrity of the data 
throughout the transmission process.

7 Assurance: 

Avoid false positive 
recovery

AWS customers can create different permissioned roles so that data can 

only be recovered by multiple authorised personnel through AWS Step 
Functions. 

8 Heterogeneous: 

Avoid production 
vulnerabilities

This is enabled by using AWS technologies to isolate the different 

workloads and the distinct security profiles that require separate control 

policies and mechanisms. AWS also provides a broad set of products to 

enable customers build different workloads with different AWS services.

9 High-Performance: 

Facilitate parallelization 
& live streaming

AWS has a number of high performance services that allow customer 

process data quickly, for example a single batch job can perform a 
specified operation on billions of objects containing exabytes of data.

Figure 3 — AWS capabilities mapped to the nine (9) characteristics of HKAB’s STDB Guideline

More detailed explanations of the AWS services that can be used to meet these characteristics can be 

found in the next section, where applicable AWS services are shown in the context of a reference 

architecture of a STDB solution on AWS.

A more detailed mapping of AWS services to the nine (9) characteristics of HKAB’s STDB Guideline can 

also be found in the appendix.

3.2 Meeting HKAB’s STDB 
characteristics with AWS
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3.3 A Reference Architecture of 
a STDB solution on AWS

For AIs considering a STDB solution using AWS services, this architecture can be used as a reference to

assist with their evaluation. Such an evaluation is expected to be against requirements that reflects their

own risk appetite and risk management policies; architectural principles; the critical data needed to recover

from a destructive cyber-attack; and existing operational, BCP and DR systems.

Both PwC and AWS are available to support with technical advice for banks wishing to develop their own

tailored design and/or total cost of operations estimates.

To help AIs with their initial assessment of a STDB solution on AWS, PwC and AWS have 

collaboratively developed a reference architecture to show how all nine (9) characteristics of a STDB 

can be met as enabled by AWS services. This reference architecture, as shown in figure 4, represents 

one possible design to meet HKAB's STDB guidelines as enabled by AWS services.

Figure 4 — A STDB Solution on AWS reference architecture with mappings to the nine HKAB STDB characteristics
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Section 4.

Building a STDB solution on AWS 
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4.1 Building a STDB solution on AWS 

To assist AIs to form an end-to-end view of an effective, operational STDB capability, this section outlines  

key stages for establishing an effective, operational STDB capability as seen in figure 5: Integrate, Ingest, 

Store, Restore, Operate. It considers the nine characteristics and eight principle-based guidelines from 

HKAB's STDB guidelines, as well as additional factors to be considered according to the banks' individual 

circumstances

Figure 5 — Key stages for establishing an effective, operational STDB capability

Integrate Ingest Store Restore Operate

Building begins with establishing STDB as an Integrated Capability, where the STDB is a part of an AI's 

governance, risk management, operational processes and systems. Aspects of effective integration include 

creating the foundations of governance and critical data lifecycle management to support the STDB 

throughout its establishment and ongoing operation. 

Once established, the STDB capability should demonstrate Secure Ingestion, particularly the 

characteristics of Air-gapped (3), Controlled (5), and Verifiable (6); Survivable Storage, particularly the 

characteristics of Immutable (1), Survivable (2) and Heterogenous (8); and Authenticated Restoration, 

particularly the characteristics of Assurance (7) and High Performance (9). 

Across the key lifecycle phases of ingestion, storage and restoration; management should also have 

assurance of the confidentiality, integrity & availability of the STDB solution to underpin an effective and 

operational capability.

Finally, there must be Assured Operations to maintain the ongoing effectiveness of the STDB capability, 

which requires ongoing security (4), vigilance and upskilling to meet the challenges of an evolving 

cyber-risk landscape. 
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4.2 Integrate

Establish governance for STDB and cloud operations

Seamless integration of a STDB capability begins with governance, where STDB-related activities should 

be organised and managed as part of an AI's enterprise risk management framework for consistent risk 

management oversight, appetite, and activities. 

Where possible, AIs should utilise their existing governance structure to establish, oversee, and implement 

the STDB processes and supporting technologies to safely recover their critical data in a catastrophic 

scenario.

As required, AIs should review and enhance their BCP arrangements so that detailed procedures exist to 

guide their employees and third-parties under a range of severe but plausible scenarios to minimise the 

impact on delivering critical operations through disruption. This includes establishing clear roles and 

responsibilities and defining the internal decision-making process such that stakeholders can adapt and 

respond effectively during an incident. 

Beyond risk management, governance also needs to be established or reaffirmed for Cloud operations 

when implementing a STDB capability on AWS so that appropriate oversight, policies, standards and key 

processes are in place to manage and operate Cloud services. In particular, AIs should make clear all the 

roles and responsibilities between all parties involved in delivering a STDB capability. Parties may include 

the AI, AWS, third-party backup or storage solution providers, as well as System Integrators or 

Consultants. These can be included within a target operating model that encompasses the key processes 

and parties required to operate the STDB. AIs should reference the AWS Shared Responsibility Model to 

understand the responsibilities between themselves and AWS, and determine how it applies to the 

technical deployment of the STDB.10

10 Amazon Web Services, “Shared Responsibility Model”, https://aws.amazon.com/compliance/shared-responsibility-model/

Critical data lifecycle management

Integrating a STDB capability into an AI's operations requires an enterprise view of mission-critical 

business activities, and the underlying systems and data so the requirements for critical business 

resiliency can be understood. 

From this view, a key starting point is the determination of the critical information assets (e.g., software 

and data) that needs be recoverable from a STDB solution. AIs should prioritize establishing the scope for 

a STDB capability with reference to their functions, services and systems, as well as to their overall risk 

appetite for disruption to its critical operations. These include any interconnections and interdependencies, 

such as internal and outsourced systems that are considered essential to the AI's key business activities.

The scope of critical information assets may also vary from typical BCP and DR scenarios because a 

STDB is to mitigate the risk of a destructive cyber-attack rather than an operational failure or an external 

incident without a threat actor. While recovery objectives are suitable reference points, a STDB's scope of 

information assets may be beyond typically those of BCP and DR environments. e.g., Multiple versions of 
critical information assets may be needed to mitigate data corruption concerns. 
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PwC Insights: Oversight by senior 
management and the board of directors 

PwC recommends that AIs should engage their Board of Directors to reaffirm their risk appetite and 

tolerance for disruption to its critical operations with reference to high-impact, low-probability cyber 

scenarios as part of introducing a STDB capability and on a regular basis thereafter. 

PwC further recommends that the scope of critical operations to be restored by a STDB capability be 

endorsed by the Board of Directors and Senior Management, akin to the HKMA Supervisory Policy 

Manual TM-G-2 “Business Continuity Planning” requirements of Section 2.1.1 where “The senior 

management should establish policies, standards and processes for business continuity planning, which 

should be endorsed by the Board.”11

11 Hong Kong Monetary Authority, Supervisory Policy Manual TM-G-2 Business Continuity Planning, V.1 – 02.12.02,

https://www.hkma.gov.hk/media/eng/doc/key-functions/banking-stability/supervisory-policy-manual/TM-G-2.pdf
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4.3 Ingest

Following the establishment of a STDB strategy where the frequency, volume and specifics of critical 

information assets to be stored into a STDB have been determined, the operation of the STDB 

capability begins with Secure Ingestion. 

In this phase, key characteristics are Air-gapped (3), where any logical or physical connections are 

temporary to minimise STDB exposure to external systems; Controlled (5), where there needs to be 

reasonable assurance that the STDB contents are complete, correct and safe of malware; and 

Verifiable (6), where any tampering or corruption can be detected. The reference architecture for 

STDB on AWS can meet these key characteristics through a combination of the design and the 

features of the chosen AWS services.

HKAB STDB characteristic: Air-gapped (3)

The HKAB STDB guidelines recommends that the STDB solution be logically or physically air-gapped 

from existing production and disaster recovery sites, with connections minimised from other 

environments. 

Logical air-gapping is enabled in the STDB reference architecture by using: AWS Direct Connect to 

bypass the public internet with a secure, dedicated connection to the STDB solution; AWS 

Organizations to segregate STDB accounts from other accounts for operational, testing and reporting 

workloads; AWS Identity and Access Management (IAM) to enable cross account access; AWS 

Lambda to attach or detach IAM policies for temporary cross-account access; and Amazon 

EventBridge to automate the management of temporary cross-account access according to set times 

or events. 

Figure 6 - From the pilot STDB Solution on AWS built by PwC, this screenshot shows using Amazon

EventBridge to trigger the logical connections from the STDB vault account to the STDB staging

account.

stdb-attach-staging-vault

Function overview

stdb-attach-staging-vault

Layers

EventBridge (CloudWatch Events)

(0)
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HKAB STDB characteristic: Controlled (5)

The HKAB STDB Guideline recommends the tools and mechanisms for data extraction and ingestion 

provide reasonable assurance that the contents for the STDB are complete, correct and safe of malware. 

Controlled ingestion is enabled in the STDB reference architecture by using: Amazon S3 to provide 

99.999999999% durability and 99.99% availability of objects over a given year and to automatically check 

the ingested object against the provided MD5 value; Amazon S3 Versioning to allow multiple versions of 

an object in the same bucket to be preserved, retrieved, and/or restored, even recovering objects that have 

been accidental deleted or overwritten; Anti-virus software from the AWS Marketplace to scan S3 

objects for known threats and provide reasonable assurance that ingested contents are free of malware; 

Amazon S3 Event Notifications to invoke AWS Lambda for event-driven processing, such as tagging 

files suspected to harbour malware; Amazon S3 Bucket Policy to prevent any modifications to anti-virus 

tags; and AWS Organizations to make the STDB account and data management much easier.

Logical air-gapping can also be reinforced by using: Amazon CloudWatch log to see the successful 

implementation of Amazon EventBridge rules and AWS Lambda events; Amazon Simple Notification 

Service (Amazon SNS) to notify STDB administrators of pre-defined events for operational and security 

monitoring, e.g., connection/disconnection of the staging and vault accounts, potential or suspected 

compromise of data integrity, and attempted deletion of an object form the vault account.

Figure 7 - From the pilot 

STDB Solution on AWS 

built by PwC, these 

screenshots shows 

email alerts from 

Amazon SNS of when 

the Staging and Vault 

accounts are detached 

and attached, so 

administrators can 

perform operational or 

security monitoring

Connection between Staging and Vault account detached

AWS Notifications <no-reply@sns.amazonaws.com>

To admin@STDB.HK.PwC.com

Connection between Staging and Vault account detached

Connection between Staging and Vault account attached

AWS Notifications <no-reply@sns.amazonaws.com>

To admin@STDB.HK.PwC.com

Connection between Staging and Vault account attached

Figure 8 - From the pilot STDB Solution on AWS built by PwC, this screenshot shows that Amazon S3

has Bucket Versioning enabled in the vault account, allowing multiple variants of an object in the same 

bucket to be preserved, retrieved, and/or restored.

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored 

in your Amazon S3 bucket. With versioning you can easily recover from both unintended user actions and application failures.

Bucket Versioning can’t be suspended because Object Lock is enabled for this bucket

Bucket Versioning

Enabled

Multi-factor authentication (MFA) delete

An additional layer of security that requires multi-factor authentication for changing Bucket Versioning settings and permanently deleting object versions. 

To modify MFA delete settings, use the AWS CLI, AWS SDK, or the Amazon S3 REST API. 

Disabled
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HKAB STDB characteristic: Verifiable (6) 

The HKAB STDB guidelines recommends controls to validate the status of the data throughout its lifecycle 

and detect any data corruption. 

Verifiable data is enabled in the STDB reference architecture by using: Amazon S3 to automatically the 

ingested object against the provided Content-MD5 value; AWS DataSync to automatically calculate and 

compare STDB content and its metadata between the source and the STDB[using MD5 checksums; 

Amazon DynamoDB to hold the new STDB object's MD5, object name, last modified date, and other 

metadata; and AWS Lambda to regularly compare the MD5 checksum of objects against its Amazon 

DynamoDB entry as well as on key lifecycle events, e.g., when pulled by the vault S3 bucket from the 

staging S3 bucket, or pushed from the vault S3 bucket to the restoration S3 bucket

Verifiable data can also be reinforced by using: Amazon SNS to notify STDB administrators of any 

potential integrity issues of data across its lifecycle.

Figure 9 - From the pilot STDB Solution on AWS built by PwC, this screenshot shows tags applied to the 

objects stored in an Amazon S3 bucket.

Tags

Key Value

av-timestamp

av-status CLEAN

2017/09/01 14:19:42 UTC

Figure 10 - From the pilot STDB Solution on AWS built by PwC, this screenshot shows the MD5 

checksum written into Amazon DynamoDB. This enables verifiability of the data held in STDB as the 

MD5 checksum held in Amazon DynamoDB can be compared to the MD5 checksum of the object held 

in the Amazon S3 bucket within the STDB.

Scan: [Table] md5 checksum: bucketkey

Scan [Table] vault-testing: bucketkey

Add filter

bucketkey lastmodified md5checksum

stdb-staging-s3-sampledata.txt Fri, 03 Sep 2021 03:40:41 GMT HttKqzVmU448hrWWTZxGOw==
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4.4 Store

Once critical information assets have been safely and securely ingested into the STDB, these assets must 

be maintained in storage until they expire according to STDB policy or need to be restored into production. 

In this phase, key characteristics are Immutable (1), where STDB contents should not be able to be 

modified or deleted from when they were ingested; Survivable (2), where STDB contents should be 

accessible and recoverable without any reliance on potentially compromised infrastructure; and 

Heterogenous (8), where differing designs of the production and STDB environments reduce the risk of 

similar vulnerabilities. The reference architecture for STDB on AWS can meet these key characteristics 

through a combination of the design and the features of the chosen AWS services.

HKAB STDB characteristic: Immutable (1)

The HKAB STDB guidelines recommends STDB contents remain the same as when they were stored by 

the defined processes and should not be able to be changed or erased during the retention period.

Immutable storage is enabled in the STDB reference architecture by using: Amazon S3 Compliance 

Mode/Object Lock to enforce a WORM model that prevents deletion of objects for the pre-defined 

retention period up to 100 years, where the retention period can be repeatedly extended without affecting 

Object Lock.12

Immutable storage can also be reinforced by using: AWS CloudTrail to log data events for auditing 

information about Amazon S3 bucket and object-level requests in the vault account.

12 Amazon S3 Object Lock’s Compliance Mode has been independently assessed and attested, where the only way to delete an object before its retention date 

under Compliance mode is to delete the associated AWS account. See Cohasset Associates, SEC 17a-4(f), FINRA 4511(c), CFTC 1.31(c)-(d) Compliance 

Assessment of Amazon Web Services (AWS) Simple Storage Service (S3), May 2019. https://d1.awsstatic.com/r2018/b/S3-Object-Lock/Amazon-S3-

Compliance-Assessment

Figure 11 - From the pilot STDB Solution on AWS built by PwC, this screenshot shows Amazon S3 

Object Lock enabled and the applicable retention policies. 

Object Lock

Store objects using a write-once-read-many (WORM) model to help you prevent objects from 

being deleted or overwritten for a fixed amount of time or indefinitely.

Object Lock

Enabled

Default retention

Automatically protect new objects put into this bucket from being deleted or overwritten.

Enabled

Default retention mode

Compliance

Default retention period

60 days

https://d1.awsstatic.com/r2018/b/S3-Object-Lock/Amazon-S3-Compliance-Assessment
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HKAB STDB characteristic: Survivable (2) 

The HKAB STDB guidelines recommends STDB contents should remain accessible to the AI to support its 

CIRR activities and should be able to be recovered without the need for intermediary functions such as 

those delivered by backup devices and associated catalogues. Data retrieval from the STDB should not 

rely on any part of an institution’s infrastructure that can be compromised.

Survivable design is enabled in the STDB reference architecture by using: Amazon S3 to provide 

99.999999999% (11 9's) of data durability of objects over a given year, to sustain data in the event of an 

entire S3 Availability Zone loss, and to sustain concurrent device failures by quickly detecting and repairing 

any lost redundancy, and to regularly verify the integrity of data using checksums.

Survivable design can also be enhanced by using: AWS accounts to limit the consequence within an 

account; any disasters happening in an account won’t affect other accounts.

HKAB STDB characteristic: Heterogenous (8)

The HKAB STDB guidelines recommends differing designs of the STDB environment and the AI’s 

production environments to reduce the likelihood of sophisticated adversaries exploiting similar 

vulnerabilities, design flaws, or misconfigurations. 

Heterogenous design is enabled in the STDB reference architecture by using: AWS Organizations to 

easily and centrally govern environments for provisioning accounts and resources, securing and auditing 

environments for compliance, sharing resources, and controlling access to accounts, regions, and services; 

and AWS IAM to establish separate accounts for the STDB solution from other AI systems for resource 

independence and isolation, as well as mitigating common cause failures - by design, all resources 

provisioned within an account are logically isolated from resources provisioned in other accounts, even 

within the customer’s own AWS environments, which limits any potential consequences of application-

related issues, misconfigurations, or malicious actions. 
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4.5 Restore

In the event of a destructive cyber-attack (or regular exercises), restoration of authenticated STDB 

contents into production systems would take place. This provides AIs with a known fall-back point to 

resume critical operations.

In this phase, key characteristics are Assurance (7), where false positive invocations should be mitigated; 

and High Performance (9), where massively parallel processing and the loading of live streaming data 

should be supported. The reference architecture for STDB on AWS can meet these key characteristics 

through a combination of the design and the features of the chosen AWS services.

HKAB STDB characteristic: Assurance (7) 

The HKAB STDB guidelines recommends proper controls and processes be in place to mitigate false 

positive invocations. 

Assurance is enabled in the STDB reference architecture by using: AWS IAM to create different 

permissioned roles so that data can only be recovered by multiple authorised personnel, and that each 

authorised person must also use Multi-Factor Authentication (MFA) with at least two authenticated and 

authorised resources to initiate the recovery process; and AWS Step Functions to assign different people 

to different steps in the code pipeline so that no one single person can invoke restoration. 

HKAB STDB characteristic: High performance (9)

The HKAB STDB guidelines recommends support for massively parallel processing and the loading of live 

streaming data. PwC and AWS additionally recommend the use of automation to minimise the time for 

restoring critical business operations and reduce the risk from manual operations. 

High Performance is enabled in the STDB reference architecture by using: AWS Lambda to automatically 

and precisely allocate compute execution power and run code based on the incoming request or event, for 

any scale of traffic; AWS Direct Connect to establish a dedicated and reliable connection from the STDB 

to primary and secondary backup sites with transfers up to 100 Gbps; Amazon EventBridge to deliver 

real-time data streams for triggering automated actions or alerts on potentially suspicious operations within 

the STDB; and AWS Config to provide ongoing compliance with specified requirements by automating 

remedial actions if deviations from the pre-defined baseline 

are observed.

PwC further augments the AWS managed rules with a suite of proprietary rules mapped to the MITRE 

ATT&CK Framework. AWS Config invokes the remediation action when deviations from the pre-defined 

baseline are observed. Aside from sending notifications through Amazon SNS, corrective action such 

as revoking excessive privileges and disabling the user until the investigation is completed by 

administrators are recommended. This enables the end-to-end security of the STDB process and 

enables AIs to comply with various regulatory requirements such as the Cyber Resilience Assessment 

Framework 2.0 (C-RAF 2.0).
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(

“detail-type”: [

“AWS API Call via CloudTrail”,

“AWS Console Sign In via CloudTrail”

],

“detail’: {

“userIdentity”: {

“type”: [

“Root”

]

}

}

}

Build custom event pattern

Step 1: Create rule

Create rules to invoke Targets based on Events happening in your AWS environment

Event Source

Build or customize an Event Pattern or set a Schedule to invoke Targets

Figure 12 - From the pilot STDB Solution on AWS built by PwC, these screenshots show a selection of 

PwC’s proprietary rules in AWS Config

Targets

Select Target to invoke when an event matches your Event Pattern or when schedule is triggered

Lambda function

Function*

Configure version/alias

Configure input

Compliance-as-code-Root-User-Ac-RootActivityLambda-17TSXSEDRWZ9A
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4.6 Operate

Confidentiality and Integrity is enabled across the STDB reference architecture by using: AWS Key 

Management Service (AWS KMS) to create and manage cryptographic keys and control their use across 

the STDB solution; Amazon S3 Bucket Encryption to set the default encryption behavior for an S3 bucket 

so that all new objects stored in the bucket are encrypted with either Amazon S3-managed keys or AWS 

KMS-managed keys; Amazon Virtual Private Cloud to define and launch AWS resources in a logically 

isolated virtual network; AWS Direct Connect to establish a secure, private and dedicated network 

connection with the STDB solution.

Availability is enabled in the STDB reference architecture by using: Amazon S3 to provide 99.99% 

availability with a number of approaches, including objects automatically stored across multiple devices 

spanning a minimum of three Availability Zones, each separated by kilometres across an AWS Region to 

protect against local events like fires, floods, etc.

Once the STDB capability is operational, ongoing security, vigilance and upskilling will be needed for full 

efficacy. The cyber-threat landscape will continue to evolve, and the potential for a destructive cyber-attack 

is not expected to abate. 

HKAB STDB characteristic: Secure (4)

The HKAB STDB Guideline recommends preventive and detective controls to protect the confidentiality, 

integrity and availability of the STDB. 

Confidentiality | The property of 

information that is not made available or 

disclosed to unauthorised individuals, 

entities, or processes (i.e. to any 

unauthorised system entity).13

Integrity | The property of data that has 

not been changed, destroyed, or lost in 

an unauthorised or accidental manner. 13

Availability | The property of a system or a system resource being accessible, or 

usable or operational upon demand, by an authorised system entity, according to 

performance specifications for the system (i.e. a system is available if it provides 

services according to the system design whenever users request them).13

13 The Hong Kong Association of Banks, Secure Tertiary Data Backup Guideline, 30 April 2021

Figure 13 – Confidentiality, Integrity and Availability (CIA) are key properties of security
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Figure 14 - From the pilot STDB Solution on AWS built by PwC, this screenshot shows a selection of 

AWS managed rules from AWS Config that AIs should consider implementing to support security.

Security can also be reinforced by using: AWS Config to evaluate whether AWS resources comply with 

common best practices based on AWS managed rules, which are pre-defined, customisable rules with 

non-compliance triggering system alerts and Amazon SNS messages to administrators, as well as auto-

healing to revert to the previously known trusted states; Amazon GuardDuty to continuously monitor AWS 

accounts and workloads for malicious activity and to deliver detailed security findings for visibility and 

remediation; AWS CloudTrail to monitor and record account activity (including all AWS KMS key usage) 

across the STDB solution on AWS for control over storage, analysis, and remediation actions. 

AWS Managed Rules (21)

iam

Name Labels Description

access-keys-

rotated

ec2-instance-

profile-

attached

Iam-customer-

policy-blocked-

kms-actions

Iam-group-has-

users-check

Iam-inline-

policy-blocked-

kms-actions

IAM, Periodic

EC2, 

INSTANCE, 

PROFILE

IAM Policy, 

Zelkova

IAM, Zelkova

Checks whether the active access keys are rotated within 

the number of days specified in maxAccessKeyAge. The 

rule is non-compliant if the access keys have not been 

rotated for more than maxAccessKeyAge number of days.

Checks if an Amazon Elastic Compute Cloud (Amazon 

EC2) instance has an Identity and Access Management 

(IAM) profile attached to it. This rule is NON_COMPLIANT 

if no IAM profile is attached to the Amazon EC2 instance.

Checks that the managed AWS Identity and Access 

Management (IAM) policies that you create do not allow 

blocked actions on all AWS KMS keys. The rule is 

NON_COMPLIANT if any blocked action is allowed on all 

AWS KMS keys by the managed IAM policy.

Checks whether IAM groups have at least one IAM user.

Checks that the inline policies attached to your IAM 

users, roles, and groups do not allow blocked actions on 

all AWS Key Management Service (KMS) keys. The rule 

is NON_COMPLIANT if any blocked action is allowed on 

all KMS keys in an inline policy.
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Ongoing vigilance 

The technical solution co-created by PwC and AWS 

has already been subjected to a series of 

simulation tests to validate that the designs and 

configurations are robust and also evaluated 

against known threats and industry recognised 

standards, including the National Vulnerability 

Database (NVD) and Center for Internet Security 

(CIS) Controls v8. 

Ongoing vigilance is nonetheless needed once the 

STDB capability has been launched as the threat 

landscape can change with new vulnerabilities 

being discovered and novel attacks developed. This 

can be supported by regularly conducting 

vulnerability scanning, penetration testing, and 

simulation exercises to determine potential security 

gaps. Cyber threat intelligence should be leveraged 

to develop testing scenarios and attack paths that 

simulate real-life, high-risk attacks that may affect 

AIs. Well-Architected Reviews (WAR) can also be 

conducted on a periodic basis to validate that the 

architecture continually reflects the latest best 

practices as well as ongoing adaption to any 

changed business needs.14

Ongoing upskilling

AIs are expected to launch their STDB capabilities 

with adequate resources with sufficient authority 

and expertise to securely implement, operate, and 

enhance the STDB in an ongoing manner. 

The need to invoke a STDB recovery would be a 

high impact, low probability event, and staff 

operating and overseeing the STDB capability 

should receive training that includes practical 

exercises (e.g., table-top, simulation testing, or 

cyber range exercises) to prepare them for the 

possibility of invoking STDB recovery under 

stressful circumstances. 

An evolving threat landscape also calls for staff 

operating and overseeing the STDB capability to 

continually develop their proficiency, which we 

would recommend be via a skills-based, structured 

programme. One option for this is to require staff 

participate in the HKMA's Enhanced Competency 

Framework for Cybersecurity.

14 Amazon Web Services, Financial Services Industry Lens - AWS Well-Architected Framework, June 2020, 

https://docs.aws.amazon.com/wellarchitected/latest/financial-services-industry-lens/wellarchitected-financial-services-industry-lens.pdf
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Section 5.

Starting your STDB evaluation
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Starting your STDB evaluation

The STDB reference architecture of this technical whitepaper has been developed by PwC and AWS to 

demonstrate the feasibility of implementing a STBD solution on AWS that meets all nine characteristics 

and applicable guidelines of HKAB’s STDB Guideline. It represents one possible architecture and other 

designs could also be used. 

To evaluate whether a STDB solution on AWS is appropriate for your use, PwC and AWS recommend 

developing a tailored solution architecture that considers your existing IT landscape of data, applications 

and infrastructure; your critical business operations and their data and system footprint; and your recovery 

objectives in the event of a destructive cyber-attack. 

From such a tailored solution architecture, the implementation and operational requirements across 

resources, budget and schedule can be more accurately estimated so that an informed decision can be 

made on the most appropriate way to implement a STDB solution. 

PwC and AWS can assist AIs with developing a tailored solution architecture, as well as provide their 

expertise to assist with estimating the resources, budget and schedule required. 

To begin your evaluation, please contact either PwC or AWS via the contact details below. Existing 

customers of PwC or AWS can also contact their account manager at their convenience. 

Email

+852 5322 7819

LinkedIn

Nelson Chan

Head of Financial Services Business Development 

Hong Kong & Taiwan

Amazon Web Services

Email

+852 5925 1345

LinkedIn

Matthew Mollenkof

Senior Security, Risk & Compliance Consultant

Amazon Web Services

Email

+852 9518 2553

LinkedIn

Jacky Wu 

Solutions Architect, Financial Services

Amazon Web Services

Email

+852 2289 2941

LinkedIn

Chris Mo 

Partner, Risk Assurance

PwC Hong Kong

Email

+852 2289 2724

LinkedIn

AWS APN Ambassador

Daryl Li

Associate Director, DarkLab - Cyber Cloud

PwC Hong Kong

Email

+852 2289 2084

LinkedIn

Jason Lee 

Manager, DarkLab - Cyber Cloud

PwC Hong Kong

mailto:nelchan@amazon.com
https://www.linkedin.com/in/nelsonchanau/
mailto:matthoyt%20@%20amazon.com
https://www.linkedin.com/in/matthew-mollenkof/
mailto:awsjacky@amazon.com
https://www.linkedin.com/in/jackywu1
mailto:Chris.yw.mo@hk.pwc.com
https://www.linkedin.com/in/chris-mo-abb91397/
mailto:Daryl.li@hk.pwc.com
https://www.linkedin.com/in/daryl-li-807b565b/
https://aws.amazon.com/partners/ambassadors/?cards-body.sort-by=item.additionalFields.ambassadorName&cards-body.sort-order=asc&awsf.apn-ambassadors-location=*all&cards-body.q=daryl%2Bli&cards-body.q_operator=AND
mailto:Jason.ka.lee@hk.pwc.com
https://www.linkedin.com/in/jasonkamenglee/
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FAQ
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FAQ

Q1: I already have Disaster Recovery and Business Continuity solutions, why should I consider 

a STDB solution on AWS?

Q2: With a STDB solution on AWS providing logical air-gapping, is this enough to meet the 

HKAB STDB Guideline for air-gapping?

Q3: Does the STDB characteristic of ' Heterogeneous' mean that AWS services can only be used 

in a production or in a STDB environment?

Q4: In comparing a STDB solution on AWS and an on-premise STDB solution, what are the 

advantages and additional considerations for hosting on AWS?

Q5. Why did PwC choose to use AWS for their STDB reference architecture and their pilot 

implementation?

Q6. What will be my ingest/store/restore performance of my STDB on AWS?

Resilience planning for DR and BCP may be effective for dealing with operational outages, and they may 

not have been designed for ransomware attacks that involve 'low and slow' techniques to infiltrate and 

corrupt backed-up data.

Ransomware attacks typically involve persistent access to production data by an insider or an advanced 

attacker, who keep 'low' by infiltrating systems over a longer period of time to avoid detection and 'slowly' 

corrupt backed-up data to also impact existing DR and BCP solutions.

A STDB solution on AWS can enable customers to mitigate against 'low and slow' attacks by applying 

versioning to all data objects stored in Amazon S3 buckets; This Amazon S3 versioning feature can be 

used to preserve, retrieve, and restore every version of every object stored in Amazon S3 buckets. 

Versioning of all objects stored in a STDB solution on AWS enables data to be reconstructed from a known 

good point in time.

A STDB solution on AWS also offers additional characteristics that would affect the operation of existing 

DR and BCP solutions. e.g., Air-gapping of existing DR and BCP solutions may impact how quickly they 

are able to ingest and restore data. 

Q1: I already have Disaster Recovery (DR) and Business Continuity Planning (BCP) solutions,

why should I consider a STDB solution on AWS?

Q7. Can different backup/retention strategies be supported by the STDB solution on AWS?

Q8. How quickly can PwC and/or AWS develop a tailored STDB solution architecture and cost 

estimate for me? 
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The HKAB STDB Guideline specifies air-gapping to be logical or physical, with no stated preference on 

either approach, so attackers are inhibited from moving between trust environments.

The use of logical air-gapping meets the HKAB STDB Guideline and it has the advantage of avoiding the 

operational risk of physical air-gaps from requiring on-call staff and manual processes to 

connect/disconnect environments. 

In the reference architecture for a STDB solution on AWS, logical air-gapping is provided using a range of 

services and features. For example, there is no persistent connection between the production and STDB 

storage environment. Instead, STDB ingestion and restoration uses direct, dedicated connections (using 

AWS Direct Connect) that are temporary with automatic disconnection (using AWS Lambda). To provide 

further barriers, the STDB account also doesn't share credentials or 'trust' with the production environment 

(using AWS Organizations and IAM), so that any stolen credentials from the production environment 

cannot be used to gain access to STDB environment. 

Q2: With a STDB solution on AWS providing logical air-gapping, is this enough to meet the 

HKAB STDB Guideline for air-gapping? 

FAQ

AWS can be used for both production and STDB environments, and still enable the STDB characteristic of 

'Heterogeneous’ with AWS services and features to: provide resource independence and isolation; mitigate 

common cause failures; and apply distinct security profiles with separate control policies and mechanisms. 

As described in the reference architecture for a STDB solution on AWS, establishing separate accounts for 

the STDB environment from other environments provides resource independence and isolation, as well as 

mitigates common cause failures. By design, all resources provisioned within an account are isolated from 

resources provisioned in other accounts, even within the customer’s own AWS environments. 

Establishing separate accounts for the STDB environment from other environments can be done centrally 

using AWS Organizations to manage and govern environments. AWS Organizations can: create accounts 

and provision resources; control the sharing of resources; control access to accounts, regions, and 

services at the individual user or role level; and define central configurations, security mechanisms, audit 

requirements, and resource sharing across all accounts.

Beyond technology controls, the STDB characteristic of 'Heterogeneous' can be further enhanced by 

adopting a differentiated design from governance, process, and/or people perspectives. 

Q3: Does the STDB characteristic of ' Heterogeneous' mean that AWS can only be used in a 

production or in a STDB environment?
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FAQ

Beyond fulfilling all the STDB characteristics suggested by HKAB, a STDB solution on AWS can have 

advantages of deployment speed, cost savings, scalability and elasticity over an on-premise STDB 

solution. 

Being cloud-based, a STDB solution on AWS can be deployed immediately without any time needed to 

procure, ship, install or configure hardware elements. This also avoids the need for upfront purchasing 

costs for IT infrastructure and a STDB solution on AWS can instead be based on operating cost linked to 

actual usage. 

With AWS’ on-demand, pay-as-you-go model, there can be significant cost savings relative to on-premise 

storage options since there is no need to over-provision IT infrastructure to cater for additional or 

unexpected storage demand. AWS works hard to lower our costs so that we can pass those savings back 

to our customers. We look to reduce hardware costs, improve operational efficiencies, lower power 

consumption and innovate in many other areas of our business so we can be more efficient.

A STDB solution on AWS also provides greater scalability than an on-premise STDB solution where there 

is no effective limit for data storage as additional resources can scaled up according to the actual volumes 

of data being stored. Scalability can be immediate, which means that unexpected storage demand can be 

accommodated without the need to wait for acquiring additional hardware elements. 

The elasticity of a STDB solution on AWS also means that resource allocation can be better matched to 

the actual resource need. This dynamic increase or decrease of allocated resources enables cost savings 

as well as a reduced carbon footprint.

For AIs yet to begin their Cloud adoption journey, there may be additional governance and operational 

considerations. PwC and/or AWS can discuss these in detail to help AIs understand any steps needed for 

their first AWS workload.

Q4: In comparing a STDB solution on AWS and an on-premise STDB solution, what are the 

advantages and additional considerations for hosting on AWS?

PwC chose AWS for their STDB reference architecture and pilot implementation because AWS already 

securely hosts sensitive and critical banking data for Hong Kong financial institutions regulated by the 

HKMA, the Securities and Futures Commission and the Insurance Authority. This includes core banking 

systems of Hong Kong’s virtual banks as well as production workloads of other leading Hong Kong banks.

Outside of Hong Kong, PwC is also aware of other work being done to mitigate ransomware using AWS 

services, as well as AWS publications on ransomware such as its whitepaper "Ransomware Risk 

Management on AWS Using the NIST Cyber Security Framework (CSF)". 

Q5. Why did PwC choose to use AWS for their STDB reference architecture and their pilot 

implementation?

https://d1.awsstatic.com/whitepapers/Security/ransomware-risk-management-on-aws-using-csf.pdf
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Developing a tailored STDB solution architecture and cost estimate would generally be within weeks 

depending on the immediate availability of key information and level of precision required. 

Key information that would assist with developing a tailored STDB solution architecture includes: the 

required data to be held in a STDB solution on AWS, based on a determination of the customer's critical 

business operations and data needs; the required integration of a STDB solution on AWS with other 

production, DR and/or BCP systems; and the restoration objectives of a STDB solution.

Key information that would assist with developing a cost estimate for implementing and operating a STDB 

solution on AWS includes: an agreed tailored STDB solution architecture; the volume of critical business 

data to held in the STDB solution; the frequency and volume of STDB data ingestion; the frequency and 

scale of STDB data restoration drills; and the preferred resources to implement and operate a STDB 

solution, whether in-house staff or a preferred technology partner. 

FAQ

Q8. How quickly can PwC and/or AWS develop a tailored STDB solution architecture and cost 

estimate for me?

This will be subject to your STDB objectives and parameters, as well as your existing technology 

infrastructure. To assess this, a tailored solution architecture will be needed, where PwC and AWS are 

happy to assist.

Q6. What will be my ingest/store/restore performance of my STDB on AWS?

Different retention strategies can be supported by the STDB solution on AWS in this whitepaper by using 

different S3 buckets or prefixes for each retention strategy. Implementing different retention strategies in 

other STDB solutions on AWS may depend on the capabilities of any 3rd party data orchestration services 

used.

Q7. Can different backup/retention strategies be supported by the STDB solution on AWS?
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

1 Immutable AWS CloudTrail Audit Trails - Customers can 

configure AWS CloudTrail data 

events to get information about 

bucket and object-level 

requests in Amazon S3.

Link

Amazon S3 Object Lock Immutable Storage – Amazon 

S3 Object Lock is a feature that 

allows customer to store objects 

using a WORM model, 

preventing any data 

modification during a 

specified period. 

Link

2 Survivable AWS accounts Environment Segregation -

Using separate accounts for the 

nonproduction and production 

environments, by default, the 

resources and data that make 

up a workload environment are 

separated from other 

environments and workloads.

Link

AWS Region Independent Infrastructure -

Leveraging multiple AWS 

Regions consisting of multiple, 

isolated, and physically 

separate Availability Zones 

(AZs) within geographic area 

customers are able to mitigate 

against single points of failure. 

Each AZ has independent 

power, cooling, and physical 

security and is connected via 

redundant, ultra-low-latency 

networks. Using AWS Regions, 

Amazon S3 is designed to 

provide 99.999999999% (11 

9's) of data durability of objects 

over a given year.

Link

https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://aws.amazon.com/blogs/storage/protecting-data-with-amazon-s3-object-lock/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.pdf
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

3 Air-gapped Amazon EventBridge Event Driven Connectivity –

Amazon EventBridge is a 

serverless event bus that 

enables the STDB to ingest 

data driven by events (e.g., data 

upload) ensuring there is no 

persistent connection when 

data isn’t being transferred 

Link

AWS Accounts Environment Segregation -

Using separate accounts for the 

different environments, by 

default, the resources and data 

that make up a workload 

environment are separated from 

other environments 

and workloads.

Link

AWS Direct Connect Dedicated Connection – AWS 

Direct Connect helps bypass 

the public internet with a 

secure, dedicated connection to 

the STDB solution

Link

AWS Identity and Access 

Management (IAM)

Temporary Access - By 

leveraging IAM attaching and 

detaching policy features we 

are able to accept and deny 

access between accounts and 

environments depending on 

whether there is a legitimate 

need to transfer data.

Link

https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.pdf
https://aws.amazon.com/directconnect/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

4 Secure AWS Identity and Access 

Management (IAM)

Access Control – IAM enables 

you to manage access to AWS 

services and resources 

securely. Using IAM, you can 

create and manage AWS users 

and groups, and use 

permissions to allow and deny 

their access to AWS resources.

Link

AWS CloudTrail Log Monitoring - AWS 

CloudTrail helps customers 

enable governance, 

compliance, and operational 

and risk auditing of their AWS 

accounts. Actions taken by a 

user, role, or an AWS service 

are recorded as events in AWS 

CloudTrail. Events include 

actions taken in the AWS 

Management Console, AWS 

Command Line Interface, and 

AWS SDKs and APIs.

Link

AWS Key Management 

Service (AWS KMS)

Key Management – AWS KMS 

creates and manages 

cryptographic keys and control 

their use across a STDB 

solution.

Link

https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

4 Secure Amazon Simple 

Notification Service 

(Amazon SNS)

Realtime Notifications - Amazon 

SNS is a managed service that 

provides message delivery from 

publishers to subscribers.

Link

Amazon S3 Encryption Confidentiality - Amazon S3 

encrypts each object with a 

unique key. As an additional 

safeguard, it encrypts the key 

itself with a key that it rotates 

regularly. Amazon S3 server-

side encryption uses one of the 

strongest block ciphers 

available to encrypt your data, 

256-bit Advanced Encryption 

Standard (AES-256).

Link

Amazon S3 Data 

Protection

Integrity and Availability -

Amazon S3 provides a highly 

durable storage infrastructure 

designed for mission-critical and 

primary data storage. Objects 

are redundantly stored on 

multiple devices across multiple 

facilities in an Amazon S3 

Region. Amazon S3 is designed 

to provide 99.999999999% 

durability and 99.99% 

availability of objects over a 

given year.

Link

https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/DataDurability.html
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

5 Controlled Amazon S3 Event 

Notifications

Alerts - You can use the 

Amazon S3 Event Notifications 

feature to receive notifications 

when certain events happen in 

your S3 bucket. 

Link

Amazon S3 Versioning Anti-Tampering - Versioning in 

Amazon S3 is a means of 

keeping multiple variants of an 

object in the same bucket. 

Customer can use the Amazon 

S3 Versioning feature to 

preserve, retrieve, and restore 

every version of every object 

stored in their buckets.

Link

AWS Marketplace Partner 

Solutions

Anti-Malware - AWS 

Marketplace is a curated digital 

catalog that makes it easy for 

organizations to discover, 

procure, entitle, provision, and 

govern third-party software.

Link

AWS Organizations Account Management - AWS 

Organizations is an account 

management service that 

enables customer to 

consolidate multiple AWS 

accounts into an organization 

for central management. AWS 

Organizations includes account 

management that enable 

customer to meet account 

management requirements.

Link

https://docs.aws.amazon.com/AmazonS3/latest/userguide/NotificationHowTo.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://aws.amazon.com/marketplace/solutions/security/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

6 Verifiable Amazon S3 Transfer 

Checksum

Data Integrity - To validate the 

integrity of uploaded data 

Amazon S3 checks data objects 

against a provided Content-

MD5 value. This can indicate 

whether data was compromised 

during transit.

Link

AWS CloudTrail Audit Trails - Customers can 

configure CloudTrail data 

events to get information about 

bucket and object-level 

requests in Amazon S3.

Link

Amazon S3 Data 

Protection

Integrity and Availability -

Amazon S3 provides a highly 

durable storage infrastructure 

designed for mission-critical and 

primary data storage. Objects 

are redundantly stored on 

multiple devices across multiple 

facilities in an Amazon S3 

Region. Amazon S3 is designed 

to provide 99.999999999% 

durability and 99.99% 

availability of objects over a 

given year.

Link

https://aws.amazon.com/premiumsupport/knowledge-center/data-integrity-s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/DataDurability.html
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

7 Assurance AWS Identity and Access 
Management (IAM)

Access Control - IAM enables 

you to manage access to AWS 

services and resources 

securely. Using IAM, you can 

create and manage AWS users 

and groups, and use 

permissions to allow and deny 
their access to AWS resources.

Link

AWS Step Functions Workflow - AWS Step Functions 

makes it easy to coordinate a 

series of steps in a workflow. A 

step could be a manual step 

requiring authorization from 
right personnel. 

Link

8 Heterogeneous AWS accounts Environment Segregation -

Using separate accounts for the 

different environments, by 

default, the resources and data 

that make up a workload 

environment are separated from 

other environments 
and workloads.

Link

AWS services breadth Implementation Options - AWS 

offers a broad set of global 

cloud-based products, which 

enables customers to build 

different workloads with 
different AWS services.

Link

https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://aws.amazon.com/blogs/compute/implementing-serverless-manual-approval-steps-in-aws-step-functions-and-amazon-api-gateway/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.pdf
https://aws.amazon.com/products/
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Meeting HKAB’s STDB characteristics 
with AWS services

No. Characteristic

AWS services/features 

(non-exhaustive)

Detailed technical 

implementation Details

9 High-
Performance 

AWS Direct Connect Dedicated connection - AWS 

Direct Connect can be used by 

customers to establish a 

dedicated and reliable 

connection between the STDB 

with primary and secondary 

backup sites. It is compatible 

with all AWS services 

accessible over the Internet and 

facilitates rapid transfer up to 

100 Gbps.

Link

AWS Lambda Compute - AWS Lambda 

automatically scales to support 

the rate of incoming requests 

without requiring configuration. 

There is effectively no limit to 

the number of requests AWS 

Lambda code can handle. AWS 

Lambda typically starts running 

code within milliseconds of an 

event. Since AWS Lambda 

scales automatically, the 

performance remains 

consistently high as the 

frequency of events increases. 

Link

Amazon S3 Lifecycle Storage - Amazon S3 Lifecycle 

helps manage S3 objects so 

that they are stored cost 

effectively throughout their 
lifecycle.

Link

https://aws.amazon.com/directconnect/?nc=sn&loc=1
https://aws.amazon.com/lambda/features/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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List of abbreviations
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List of abbreviations

AIs Authorised Institutions

APT Advanced Persistent Threat

AWS Amazon Web Services

Amazon S3 Amazon Simple Storage Service

Amazon SNS AWS Simple Notification Service

Amazon VPC Amazon Virtual Private Cloud

AWS KMS AWS Key Management Service

BCP Business Continuity Planning

BEC Business Email Compromise

C2 Command and Control

CFI 1.0 Cybersecurity Fortification Initiative 1.0

CFI 2.0 Cybersecurity Fortification Initiative 2.0

CIRR Cyber Incident Response and Recovery

CIS Center for Internet Security

C-RAF 2.0 Cyber Resilience Assessment Framework 2.0

DR Disaster Recovery

EBCSC e-Banking and Cyber Security Committee

HKAB The Hong Kong Association of Banks

HKMA The Hong Kong Monetary Authority

IAM AWS Identity Access Management

LotL Living-off-the-Land

MFA Multi-Factor Authentication

NVD National Vulnerability Database

PwC PricewaterhouseCoopers Limited

RaaS Ransomware-as-a-Service

STDB Secure Tertiary Data Backup

TTPs Tactics, Techniques and Procedures

WORM Write-Once-Read-Many

VPN Virtual Private Network
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Additional resources

Amazon CloudWatch Amazon CloudWatch Features

Amazon GuardDuty Amazon GuardDuty Features

Amazon S3 Allow Certain File Types

Glacier Feature: Checksum Calculations

IAM Grant Access to S3

Key Management for S3

Object Lifecycle Management

Protecting Data With Amazon S3 Object Lock

S3 Feature: Checksum Calculations

Using Versioning in S3 Buckets

Amazon SNS Amazon SNS features

Amazon VPC Amazon VPC Security

AWS CloudTrail AWS CloudTrail Features

Logging Insights Events for Trails

Enable CloudTrail Logging for S3

AWS Config AWS Config Features

AWS Direct Connect Amazon Virtual Private Cloud Connectivity Options - AWS 

Direct Connect

AWS Lambda Automating Security Group Updates with AWS Lambda

AWS Organizations Organizing Your AWS Environment Using Multiple Accounts

IAM AWS Identity and Access Management

Ransomware Risk Management

on AWS Using the NIST Cyber Security 

Framework (CSF)

Ransomware Risk Management on AWS Using the NIST 

Cyber Security Framework (CSF)

https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/guardduty/features/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-allow-certain-file-types/
https://docs.aws.amazon.com/amazonglacier/latest/dev/checksum-calculations.html
https://aws.amazon.com/blogs/security/writing-iam-policies-how-to-grant-access-to-an-amazon-s3-bucket/
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/blogs/storage/protecting-data-with-amazon-s3-object-lock/
https://aws.amazon.com/premiumsupport/knowledge-center/data-integrity-s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://aws.amazon.com/sns/features/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
https://aws.amazon.com/cloudtrail/features/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-insights-events-with-cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://aws.amazon.com/config/features/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect.html
https://aws.amazon.com/blogs/compute/automating-security-group-updates-with-aws-lambda/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.pdf
https://aws.amazon.com/iam/
https://d1.awsstatic.com/whitepapers/Security/ransomware-risk-management-on-aws-using-csf.pdf
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