
The PIPL applies to any processing activity of natural 

persons’ personal information in the territory of 

China, regardless of whether the processor is an 

entity incorporated in China or whether the data 

subject is a Chinese citizen or foreigner located in 

China.

It is noteworthy that the PIPL has extraterritorial 

effects. Under one of the following circumstances, 

the personal information processing activity outside 

China is subject to the PIPL:

1. If they are providing a product or service to 

individuals located within China;

2. If they are analysing or assessing the behaviours 

of individuals located within China; and/or 

3. In other circumstances as stipulated by laws or 

administrative regulations.

In the context of economic globalisation, cross-

border delivery of goods or services inevitably 

involves the collection, use and processing of 

personal information of Chinese consumers. Some 

foreign companies have been found not fulfilling their 

obligations under applicable Chinese data laws and 

regulations, partly due to the ambiguity of the existing 

law. The implementation of the PIPL will add much-

needed clarity on the compliance requirements for 

international companies.

China's First Personal Information Protection Law

The long-awaited Personal Information Protection 

Law of the People's Republic of China (the "PIPL") 

was adopted at the 30th session of the Standing 

Committee of the 13th National People's Congress 

on August 20, 2021 and will take effect on November 

1, 2021.

Compared with the second draft, the final version of 

the PIPL has several changes that deserve 

significant attention. In particular, the PIPL refers to 

the Constitution Law of the People’s Republic of 

China (“China”) as the legislative basis, signifying 

the importance attached by Chinese lawmakers to 

personal information protection.

The PIPL only provides for a short grace period of 73 

calendar days from its adoption to the law coming 

into effect, which creates a challenging timeline for 

relevant companies to take the necessary 

compliance actions. In this article, we outline the key 

legal requirements under the PIPL and provide 

businesses with practical compliance suggestions on 

their collection and processing activities in relation to 

personal information.

Introduction

1. Who are bound by the PIPL?

is about to take effect
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The PIPL clarifies several important definitions 

relating to personal information and provides 

companies with clear directional guidance for 

compliance. 

Personal information

Personal information refers to any kind of 

information related to an identified or identifiable 

natural person as electronically or otherwise 

recorded, excluding anonymised information. This 

definition clarifies that the PIPL does not apply to 

anonymised information (clarifying the Cyber Security 

Law (“CSL”) in this regard).

However, the PIPL does not provide guidance on 

how anonymised personal information is determined. 

We expect clarification and detailed rules or 

specifications to follow. 

Personal information processor

Under the PIPL, a personal information processor 

refers to any organisation or individual which has the 

discretion to determine the purpose and method of 

data processing, which is similar to the definition of 

“data controller” under the European Union (“EU”) 

General Data Protection Regulation (“GDPR”). 

Pursuant to the GDPR, “data controller” means the 

natural or legal person, public authority, agency or 

other body which, alone or jointly with others, 

determines the purposes and means of the 

processing of personal data. 

In addition, the PIPL provides the concept of 

entrusted person of personal information, that is, an 

organisation or individual that processes personal 

information under the instruction of a personal 

information processor. It seems that the “entrusted 

person of personal information” is similar to the 

definition of “data processor” under the GDPR. 

According to the GDPR, “data processor” means a 

natural or legal person, public authority, agency or 

other body which processes personal data on behalf 

of the data controller. 

2. Personal information and personal information processors

The PIPL lays down seven legal basis for processing 

personal information, including:

1. consent by the data subject;

2. necessity for the conclusion or performance of a 

contract, or necessity for carrying out HR 

management under an employment policy or 

collective contracts;

3. necessity for performing statutory duties or 

obligations;

4. necessity for responding to a public health 

emergency, or for protecting the life, health or 

property safety of a natural person in case of 

emergencies;

5. for news reporting or public interest purposes; 

6. where personal information has been disclosed 

by the individual or otherwise legally disclosed; 

and

7. other circumstance as stipulated by laws or 

administrative regulations.

It appears that the majority of the above legal 

grounds have mirrored the GDPR, although perhaps 

one of the most commonly used grounds under the 

GDPR, legitimate interest, is not included in the PIPL. 

It is important to note that in comparison the CSL 

provides for authorisation and consent by data 

subjects as the only legal ground for personal 

information collection. Therefore, significant progress 

has been made in the PIPL, which provides for 

additional legal grounds which will be welcomed by 

businesses for providing more flexibility. Further, the 

final version of the PIPL has added the provision that, 

"where it is necessary for carrying out HR 

management under an employment policy legally 

established or a collective contract legally 

concluded", as a new legal basis, filling a gap of the 

legal basis of personal information processing in the 

context of employment activities.

3. The legal basis for processing personal information
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While the PIPL has expanded the legal grounds for 

collecting and processing personal information, from 

a practical perspective, "notification + consent" is 

likely to remain the most commonly used legal basis, 

given that the “legitimate interest” ground is not 

recognised under the PIPL. Therefore, understanding 

the requirement for “consent” remains a key 

compliance consideration when handling personal 

information. 

The PIPL provides for the following requirements for 

a valid consent: 

1. consent shall be given on a voluntary basis and it 

must be an explicit indication of intent given by 

such individual on a fully informed basis;

2. if there is any change to the method or purpose of 

information processing or any change to the type 

of personal information processed, the 

individual’s consent shall be obtained anew;

3. individuals shall have right to withdraw their 

consent and the processors shall provide a 

convenient way for consent withdrawal. The 

processors cannot refuse to provide products or 

services to individuals who do not consent to the 

processing of their personal information or 

withdraw their consent, unless the processing of 

their personal information is necessary for 

providing the products or services concerned.

It is clear from the above PIPL provisions that a valid 

consent must be explicit, voluntary, express and 

revocable, which appears to be generally in line with 

international practice. This development is no doubt 

helpful and provides significant efficiency for MNCs 

and Chinese companies which have adopted a 

coordinated approach in managing the data 

compliance on a global basis.

4. How to meet the requirements of "consent" under the PIPL?

Under the PIPL, sensitive personal information 

includes information related to biometric recognition, 

religious belief, specific identity, medical and health, 

financial account, geolocational information of a 

natural person, as well as any personal information 

relating to a minor under the age of 14.

The PIPL requires that personal information 

processors may process sensitive personal 

information only when there is a specified purpose, 

there is sufficient necessity and the required strict 

data protection measures are in place. 

In addition to the general notification and consent 

requirements to be satisfied, the following additional 

requirements must be complied with for processing 

sensitive personal information: 

• a separate consent is required;

• the processor must inform the individual of the 

necessity of processing their sensitive personal 

information and its impact; and

• consent from a parent or guardian is required 

where processing sensitive personal information of 

a minor under the age of 14.

5. How to process sensitive personal information?
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Under the PIPL, personal information processors 

may provide personal information to a recipient 

outside China due to business necessity after 

satisfying at least one of the following conditions:

1. a security assessment organised by the national 

cyberspace authority has been passed;

2. a certification of personal information protection 

has been given by a professional institution;

3. a contract has been concluded with the overseas 

recipient based on the standard contract provided 

by the national cyberspace authority, specifying 

the rights and obligations of both parties; 

4. any other conditions prescribed by laws, 

administrative regulations or the authorities are 

met.

In addition, the cross-border data transfer requires 

the personal information processor to inform the 

individuals of the name and contact information of the 

overseas recipient, the purpose and method of the 

processing, the type of personal information involved, 

as well as explaining the process for how the 

individual may exercise their rights. Separate consent 

from the individual shall also be obtained.

As for data localisation, the PIPL follows its second 

draft. Critical information infrastructure (“CII”) 

operators are required to store within China the 

personal information collected or generated by them 

in domestic business operation. Non-CII operators 

will be subject to the same data localisation 

requirements if the processed personal information 

reaches the threshold amount of personal information 

prescribed by the national cyberspace authority. 

Where there is necessity to provide such information 

to an overseas recipient, a security assessment 

organised by the national cyberspace authority shall 

be passed. To assist with this assessment, the 

Regulations on the Security and Protection of Critical 

Information Infrastructure enacted recently which will 

come into force on September 1, 2021 and will 

provide more clarify on how to identify a CII operator. 

Companies are advised to take prompt action to 

assess whether they are CII operators so as to 

consider their data localisation strategy and make 

compliance arrangements accordingly.

The mechanism of cross-border data transfer under 

the PIPL shares some similarity with the provisions of 

data transfer to non-EU countries under the GDPR in 

certain aspects. In accordance with the GDPR, 

transfer of personal data to a non-EU country 

requires the assessment of the European 

Commission on the adequacy of the data protection 

level of the data transfer destination country and a 

white list system has been established. If the 

destination country is not on the whitelist, companies 

need to undertake a risk assessment relating to the 

proposed transfer and provide additional assurance 

by binding corporate rules or standard contract 

clauses. 

It is also worth noting, in response to recent data 

compliance enforcement cases, the PIPL reiterates 

that without the approval of competent authorities, 

personal information processors shall not provide any 

personal information stored within China to a foreign 

judicial or law enforcement body.

The PIPL also provides that certain retaliation 

measures can be taken against foreign organisations 

or individuals who have damaged Chinese citizens’ 

personal data rights or against foreign countries that 

have imposed unreasonable sanctions against China 

in relation to personal information protection.

6. Requirements for cross-border transfer of personal information
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The PIPL grants various rights to the data subjects. It 

is noteworthy that the finalised version of the PIPL 

includes the right of data portability, allowing data 

subjects to transfer their personal information to a 

designated data processor, subject to requirements 

prescribed by the national cybersecurity authority. 

This appears to be in line with the emerging 

international practice. 

However, the PIPL leaves ambiguity to be clarified as 

to the specific requirements of data portability. More 

detailed implementation rules are expected to be 

formulated in the future.

7. The rights of data subjects

The PIPL has imposed a number of obligations on 

data processors, including:

Personal information protection officer and 

representative

The PIPL introduces a concept similar to that of a 

data protection officer (“DPO”) under the GDPR. 

According to the PIPL, if the processed personal 

information reaches the prescribed threshold, the 

relevant data processors are required to appoint a 

DPO to supervise the data processing and oversee 

the protection measures. 

Moreover, the PIPL has an extraterritorial applicability 

similar to the GDPR. Foreign companies without a 

business presence in China will need to set up a 

special agency or appoint a representative in China 

to deal with data protection matters, if the data 

processing outside of China is subject to the PIPL.

Personal information impact assessment

Under the PIPL, a personal information impact 

assessment is necessary to process sensitive 

personal information, to use personal information in 

automated decision-making, to subcontract the data 

processing and to transfer personal information out of 

China, etc. The data processor shall also keep a 

record of such assessment.

Automated decision

In recent years, some network operators set different 

prices for different consumers based on big data 

analysis. More companies are using big data to 

analyse and evaluate their existing consumers' 

personal profile for business marketing. Some 

companies even collect personal data concerning 

financial status, consumption habits, sensitivity to 

prices and other information of their consumers by 

using facial recognition technology and even taking 

advantage of their customers. 

In this regard, the PIPL clearly stipulates that when 

data processors use personal information in 

automated decisions, they should ensure 

transparency, fairness and impartiality of the 

decisions. The data subjects have the right to request 

an explanation from the data processor or refuse the 

decisions made by the data processor solely based 

on the automated decision, if the automated decision 

impacts the data subjects significantly.

8. The obligations of data processors
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The PIPL imposes more stringent obligations on data 

processors who provide important internet platform 

services, possess a large number of customers or 

operate complicated business types. Under the PIPL, 

those personal information processors are required 

to:

1. establish a personal information protection 

compliance policy and system, and establish an 

independent body composed of external 

members to supervise their personal information 

protection practice;

2. develop platform rules in accordance with the 

principles of transparency, fairness, and 

impartiality, specifying the standards for data 

processing and personal information protection 

obligations for product or service providers 

operating on their platform;

3. stop providing services to product/service 

providers who deal with personal information in 

serious violation of laws or regulations on their 

platform; and

4. (publish social responsibility reports how personal 

data is protected, to bring personal data handling 

under public supervision.

In practice, internet platforms are the most severely 

impacted by personal information infringement. 

Therefore, these obligations imposed by the PIPL will 

have significant impact on the internet platforms and 

they will need to monitor the regulatory requirements 

and take necessary compliance actions.

9. Special obligations for major internet platforms

The PIPL does not provide for a single supervisory 

authority in charge of personal information protection 

matters. Specifically, the Cyberspace Administration 

of China is responsible for the overall coordination of 

personal information protection as well as relevant 

supervision and regulatory issue. The relevant 

authorities at different level are responsible for 

personal information protection and the supervision 

thereof within their respective scopes of duties. 

The PIPL establishes rigorous punitive measures for 

violation of personal information protection. Violators 

may be subject to confiscation of illegal gains, a fine 

up to RMB 50 million or 5% of its turnover of its 

previous year, business suspension and/or 

revocation of business license or permits. Any person 

with direct responsibility will be fined up to RMB 1 

million and may also be banned from serving as a 

director, supervisor, senior officer or personal 

information protection officer of the relevant company 

for a certain period of time.

A fine under the GDPR is capped at €20 million or 

4% of the global annual turnover. The enforcement 

actions under the PIPL is highly consistent with 

international judicial practice.

10. Supervisory authorities and legal liabilities for non-compliance



Since July 2021, Chinese regulators have launched 

a series of enforcement actions including 

cybersecurity review against some internet 

companies, bringing data security into the spotlight. 

According to news reports, some internet companies 

under the review have access to a wide range of 

consumer data and some businesses are closely 

related to CII. To enhance the data security 

governance, the Chinese government has recently 

stepped up its enforcement efforts on data security 

governance in many industries and sectors. 

Meanwhile, Chinese law makers have been busy 

with enacting or revising data regulations, including 

the revisions of the Cybersecurity Review Measures 

(Draft for Comment), the promulgation of Provisions 

of the Supreme People's Court on Several Issues 

concerning the Law Application in the Trial of Civil 

Cases Involving the Use of Face Recognition 

Technologies to Process Personal Information, the 

Regulations on the Security Protection of Critical 

Information Infrastructure, and the Administrative 

Provisions on the Security of Automobile Data (for 

Trial Implementation). All these recent legal 

developments demonstrate the strong emphasis on 

the protection and supervision of personal 

information by the Chinese government. 

As the main laws in the field of data security, the 

PIPL, the Data Security Law (the “DSL”) and the 

CSL have become the troika of cyberspace 

governance and data protection, jointly building up a 

strict regulatory regime for privacy protection, data 

security and network security in China. The PIPL and 

the DSL have been enacted this year and will come 

into effect in the coming months. This clearly 

demonstrates that the Chinese government has 

completed the top-level design of China’s 

comprehensive data security legal regime with the 

arrival of a new and stricter regulatory era for data 

compliance. 

In order to benchmark the international judicial 

practice, the PIPL has mirrored certain provisions of 

the GDPR, but the PIPL still retains its significant 

and distinct Chinese characteristics. Therefore, 

GDPR compliance does not automatically translate 

into compliance with the PIPL. A compliance review 

and gap analysis under the PIPL is essential, 

regardless of whether the company has already 

achieved GDPR readiness. 

Since the PIPL has provided companies with a short 

compliance window of around two months from 

promulgation to implementation, both MNCs and 

Chinese companies should take action promptly in 

order to meet the compliance requirements. We set 

out the following suggestions for consideration:

1. Review the status quo of the personal 

information processing activities conducted by 

the companies to assess the life cycle of 

personal information and evaluate the legal basis, 

records and supporting documents of various 

processing activities;

2. Carry out risk assessment in relation to personal 

information processing activities to identify 

potential risks, determine risk level, prioritise 

remedial actions and conduct training for relevant 

teams;

3. Review and evaluate the current data processing 

activities, and develop a compliance mechanism 

and rectification plans in accordance with the 

requirements of the PIPL, the DSL and other 

relevant laws and industry practice;

4. Organise the implementation of the compliance 

and rectification plans through reviewing and 

updating relevant documentation including 

without limitation the privacy policy, consent of 

data subjects, employment contracts and data 

processing agreements, and optimising the data 

processing process; 

5. For companies involved in cross-border data 

transfer, they should also assess whether they 

fall within the scope of CII and closely track the 

volume of personal information being processed, 

so they are prepared if the threshold for data 

location is triggered and the relevant 

requirements on security assessment and other 

legal requirements for cross-border data transfer 

are fully complied with; and

6. For international companies which are located 

outside China and have collected or intend to 

collect personal information from China, they 

should promptly assess the applicability of the 

PIPL. If required, they should establish a special 

agency or designate a representative and fulfil 

the filing obligations under the PIPL.
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11. Compliance suggestions
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