
China adopts new rules

On 15 March 2021, the State Administration for Market 
Regulation promulgated the Measures for the Supervision 
and Administration of Online Transactions (网络交易监督管
理办法) (the "Measures"). As implementing rules for the E-
commerce Law, the Measures clarify the relevant 
provisions of the E-commerce Law, as well as adding 
some provisions to keep pace with the times in view of the 
new modes of online transactions. The Measures will take 

effect on 1 May 2021, with the original Measures to be 
repealed simultaneously.

In this article, we sum up the highlights in the Measures 
that are worthy of attention, and analyse the key points of 
compliance using our practical experience to provide 
useful references for market participants in China’s 
booming e-commerce industry.
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E-commerce by social media and livestreaming subject to regulatory supervision

With the rise of new business models such as "social 
media e-commerce" and "livestreaming e-commerce", the 
limitations of the existing regulatory rules are increasingly 
exposed. The Measures now close existing loopholes by 
bringing social media and livestreaming e-commerce 
within the regulatory scope. The Measures have made it 
clear that social media e-commerce and livestreaming 
e-commerce operators must perform the obligations and 

bear the liabilities of online transaction operators.

In addition, the Measures demonstrate a clear intention to 
cover other online transaction modes that may arise in the 
future through a “catch-all” clause, by providing a broad 
definition of "online transaction operators” to include “any 
other operators that carry out online transactional 
activities through other online services”.
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The Measures reiterate the registration requirements of the 
E-commerce Law, whereby online transaction operators 
are obliged to file a registration with the competent State 
Administration for Market Supervision (SAMR) as market 
entities and only small online transaction operators, for 
example with a consolidated online business turnover of 
RMB100,000 or below per annum, can be exempted from 
the registration. This provision of the Measures will 
significantly promote the registration of market entities. 

It is noteworthy that the obligation to register as market 
entities under the Measures only applies to China-
incorporated entities engaging in online business including 
domestic Chinese companies as well as foreign-invested 
companies set up in China, but foreign e-commerce 
companies which sell and deliver products or services to 
Chinese customers on a cross-border e-commerce basis 
are not subject to this registration requirement. 

Obligation of registering as market entities

In order to create a transparent online business 
environment, the Measures have detailed the obligation of 
information disclosure required under the E-commerce 
Law. Market entities that have been registered with the 
SAMR authorities must disclose such information as their 
business licenses and any administrative licenses relating 
to their business. An online business operator eligible to be 
exempted from registration as a market entity is required to 
disclose the specific circumstances under which it is 
exempted from the registration and provide information 
such as its actual business address, contact details and 
other related information. Online marketers and sellers 
utilising social media and livestreaming e-commerce 

channels are required to prominently display their products 
and services as well as details of the actual sellers and 
aftersales service providers. 

The Measures also set forth explicit disclosure 
requirements if there is any change in information 
published online or if e-commerce operators cease to 
provide online services. Online transaction operators are 
required to disclose true and creditworthy information and 
e-commerce operators will be penalised with a black 
record on China’s national social scoring system if caught 
for non-compliance or dishonest activities. 

Information disclosure
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The Measures reiterate the legal principles of personal 
data protection established under the China Cybersecurity 
Law, and provide for more detailed provisions in relation to 
consent bundling and sensitive personal information 
handling, with key requirements as follows:

Specific and voluntary consent: It is prohibited to force, 
or covertly force, consumers to consent to the collection 
and use of information not directly associated with the 
specific e-commerce activity by means of bundled consent 
or implied consent.

Consent to collection and use of sensitive information 
on an item-by-item basis: Collection and use of sensitive 
information in relation to personal biometrics, medical 
health, financial accounts, personal whereabouts, etc., 
requires the specific consent of consumers item by item.

Consent to direct marketing messages: No commercial 
message may be sent to consumers without their consent 
or request. To protect consumers’ right to reject any 
commercial push advertisements, the Measures provide 
that disclosure of the sender’s identity and contact 
information and opt-out options must be complied with 
when online transaction operators send commercial or 
marketing messages to consumers.

Confidentiality of personal information: Online 
transaction operators and their employees must keep 
confidential the personal information they have collected. 
SAMR authorities must also adopt measures to protect the 
data security of online transaction operators and keep 
confidential the personal information involved.

In connection with collection of sensitive information, the 
Measures impose much higher requirements than the 
China Cybersecurity Law and even the Personal 
Information Security Specification, a set of China GDPR-
like personal data best practices, which have become 
effective from 1 October 2020. Under the Personal 
Information Security Specification, collection of sensitive 
personal information requires the express consent of data 
subjects, but it does not require item-by-item consent. After 
the Measures take effect, companies will need to follow the 
enhanced requirements under the Measures and therefore, 
necessary compliance steps must be taken as soon as 
possible.

The enhanced personal data protection requirements laid 
down in the Measures demonstrate China’s clear 
intentions to continue to strengthen personal data 
protection and regulate privacy non-compliance, especially 
with China’s Personal Information Protection Law on the 
horizon. The draft of that Law was issued in October 2020 
for public consultation and is anticipated to be issued in the 
near future.

Obligation of protecting personal information

TMT news flash



4

In order to fully protect the rights and interests of 
consumers, the Measures also incorporate comprehensive 
provisions to offer consumers better rights to know and 
choose when purchasing products and services online. For 
example, the Measures prohibit online transaction 
operators from selling bundled products or services as an 
option automatically imposed on consumers, and require 
online transaction operators to disclose and update the 
information of products and services in a comprehensive, 

authentic, accurate and timely manner. Where online 
transaction operators use standard terms, they must 
remind consumers of the relevant contents in a noticeable 
way. In addition, in order to protect consumers' rights to 
make choices independently, the Measures require online 
transaction operators to ensure that consumers can 
choose at their own discretion whether to accept an 
automatic renewal service or not.

Obligation of protecting consumer rights and interests 

According to SAMR senior officials, the regulator will adopt 
more powerful supervision methods in 2021 and deploy a 
series of actions to clear up prominent problems in the 
online market. To achieve this, determining how to 
supervise and manage online transaction platforms is a 
key aspect. The Measures impose the following specific 
obligations on e-commerce platform operators:

Verification, registration and submission of 
information: Platforms must verify, register and update 
the identity, address, administrative license and other 
information of business operators on the platforms, and 
regularly submit the same to the relevant authority.

Inspection and monitoring: Platforms must promptly 
remind business operators to complete their registration 
with SAMR in accordance with the relevant legal 
requirements. If it is found that any products or services
information published on the platforms violates any laws or 
regulations, the platforms must take required actions such 
as preserving relevant records and making a report to
authorities.

Information disclosure: Platforms must mark in a 
prominent manner whether business operators have 
completed the SAMR registration. The prevailing and 
previous versions of platform service agreements and 
transaction rules must be made available to online 
business operators and consumers.

Disclosure of disciplinary actions: Where a platform 
takes measures against illegal acts of a business operator 
on the platform, information on the disciplinary action must 
be published on the platform.

Retention of Information: Platforms must duly keep the 
identity and transaction information of business operators 
for three years.

Non-interference: Platforms may neither restrict nor set 
unreasonable conditions on transactions made on the 
platforms, nor interfere with the commercial activities of the 
business operators.

Obligations of platforms
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The Measures impose stricter and more practical 
requirements on the regulation of e-commerce, and also 
expressly provide for penalties and liabilities for violations. 
The Measures, when they come into force on 1 May 2021, 
will have a significant impact on the e-commerce industry 
in China.

In order to properly manage legal risks, we suggest that 
online transaction operators should complete a self-
examination of compliance as soon as possible before the 
Measures take effect, and work out a rectification plan 
based on their own situation to meet the compliance 
requirements for online transactions. 

The following compliance suggestions are for your 
reference:

• To complete the “market entity” registration with the 
competent SAMR authority as soon as possible, if the 
company :has not done so previously. This requirement 
applies to all Chinese and foreign-invested enterprises 
engaging in e-commerce activities. Failure to 
appropriately register would expose companies to 
compliance risks. 

• To review and improve the procedures for enterprises 
sending commercial marketing information to 
consumers, including whether consumers’ prior consent 
has been obtained, whether the identity of the sender is 
fully disclosed in the commercial marketing information, 
and whether consumers have been made aware of the 
subscription cancellation mechanism, etc.

• To analyse and standardise the process of online 
transactions, disclose company information and e-
commerce terms and conditions in accordance with the 
Measures, and review the marketing and publicity 
contents used in e-commerce to ensure the authenticity 
and accuracy of published information. 

• If a company has adopted or intends to adopt the 
increasingly popular new e-commerce models such as 
"social e-commerce" and "livestreaming e-commerce" to 
promote and sell its products and services, it must 
follow the compliance requirements under the 
Measures, and provide training to relevant teams and 
personnel.

• To further strengthen the system for the protection of 
consumers' personal information, analyse the process 
for collecting and using consumers' personal 
information, implement a mechanism for the 
authorisation and item-by-item consent required for the 
collection and use of consumers' personal information 
and sensitive information, and review, improve and 
regularly update privacy policies. China’s data privacy 
regime evolves with fast pace and Chinese authorities 
have been active in enforcing against violations of data 
protection rules. It is highly recommended that 
companies formulate a robust data privacy program 
including without limitation a data breach response 
package. 

Implications for e-commerce businesses and compliance suggestions
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If you would like to have a deeper understanding of the Measures or compliance suggestions, please contact us:
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Rui Bai Law Firm. PwC or Rui Bai Law Firm has no obligation to update the information as law and practices change. The application and impact of laws can vary widely based on the 
specific facts involved. Before taking any action, please ensure that you obtain advice specific to your circumstances from your usual PwC or Rui Bai Law Firm client service team or your 
other advisers. 

The materials contained in this article were assembled in April 2021 and were based on the law enforceable and information available at that time.
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