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Background

1.  For details, please refer to the “Consultation Paper on Proposals to Reduce and Mitigate Hacking Risks Associated 
with Internet Trading” published by the SFC on 8 May 2017.

In recent years, we have seen a large number of high profile cyber-attacks targeting a wide range of 
organisations in different industries, including licensed corporations (LC) in Hong Kong regulated by the 
Securities and Futures Commission (SFC), most of which were reported to have involved hackers gaining 
access to customers’ internet-based trading accounts resulting in unauthorised trades. In view of the 
rising cybersecurity risk, the SFC conducted a thematic review of the resilience to hacking risks of brokers 
engaged in internet trading with the assistance of an external security expert1.



Proposed baseline cybersecurity requirements
As one of the outcomes of the thematic review, the SFC has released a proposed guideline setting out 20 baseline cybersecurity 
requirements which will be issued under section 399(1) of the Securities and Futures Ordinance (SFO) according to the SFC 
consultation paper:

Although the proposed guidelines set out the principle-based cybersecurity standards which are  expected to be appropriately 
designed and implemented, many internet brokers would like to have further clarity over certain aspects of the operational 
procedural and technology controls.  Given PwC’s extensive involvement in advising the industry on a wide range of topics, 
including cybersecurity, internet securities trading, electronic trading, etc., PwC is in a unique position to assist in the design, 
implementation, assessment and remediation of LCs’ cybersecurity risk management program to meet the proposed/final 
requirements outlined in the SFC consultation paper and any supplementary papers issued by the SFC (after finalisation of the 
requirements) respectively.

• Roles and responsibilities 
of cybersecurity 
management

• Cybersecurity incident 
reporting

• Cybersecurity awareness 
training for internal system 
users

• Cybersecurity alert and 
reminder to clients

• Two-factor authentication 

• Implement monitoring and 
surveillance mechanisms

• Prompt notification to 
clients

• Data encryption

• Protection of client login 
passwords

• Stringent password 
policies and session 
timeout controls

• Deploy a secure  
network infrastructure

• User access management

• Security controls over 
remote connection

• Patch management

• End-point protection

• Unauthorized installation 
of hardware and software

• Physical security

• System and data backup

• Contingency planning for 
cybersecurity scenarios

• Third-party service 
providers
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Protection of clients’ 
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accounts



Our case sharing

Client issue
A medium-size brokerage firm was 
concerned about the remediation strategy and 
the amount of IT budget required for fulfilling 
regulatory requirements in cybersecurity.

How PwC helped
We understand there is no “one size fits 
all” solution. We were engaged to assess 
whether the existing cybersecurity controls 
were adequate and provided actionable 
recommendations to maximise the 
value of their cybersecurity investment 
which is commensurate with our client’s 
business size and risk exposure.

Client issue
A local internet broker was planning to 
upgrade their system infrastructure and trading 
platform to enhance their cyber defence. During 
the system design, they were uncertain if the 
implementation of a second password was 
appropriate for addressing the 2FA requirement.

How PwC helped
We assisted the broker to evaluate and select 
security technologies that are effective 
while being cost effective to satisfy relevant 
regulatory requirements at the same time. We 
advised that implementing a “second password” 
was not adequate as it could not satisfy the  
2FA requirement.

Client issue
There were a high volume of highly tailored 
spear-phishing attempts targeting a global 
fund house, hence, the CISO was worried 
about their staff potentially falling victim to 
these attacks.

How PwC helped
Staff awareness in many organisations 
is considered to be one of the weakest 
links from a cyber risk management 
perspective.. We assisted the firm to build a 
robust cybersecurity improvement programme 
and conducted a series of tailored awareness 
training and cyber-attack simulations to 
enhance the firm-wide cyber awareness  
and culture.

Client issue
 A regional financial institution had 
already implemented a series of cybersecurity 
defence measures. Traditional assessments such 
as penetration testing, focusing on systems and 
networks only, were not able to verify if these 
controls were effective under real-life cyber-
attack scenarios.

How PwC helped
We conducted a cyber-attack simulation exercise 
by sending phishing emails containing a custom 
script to support staff. Our team was able to 
bypass their anti-APT solution and obtain full 
control of the user’s computer and the entire 
network through privileged access escalation. 
The client realised they were vulnerable to cyber-
attacks and thus improved their security posture 
by understanding where their critical  
weaknesses were.



How PwC can help
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If you have any questions on our services, please contact us:

In your journey to meet benchmark with industry best 
practices and the SFC requirements, we can work together to 
help you better align your existing controls and 
implementation with the latest regulatory requirements and 
industry good practices:

• Cybersecurity review and gap analysis2 – our approach 
based on our deep understanding of regulatory 
expectations and industry practices can provide tailored 
solutions to you for mitigating cyber risks and optimising 
your IT investment.

• Cyber-attack simulation exercise – real-life simulation of 
cyber-attacks to aid management in visualizing your true 
cyber maturity level and improving its effectiveness.

• Cybersecurity awareness training – our experienced 
trainers will cover the latest and emerging cybersecurity 
threats, defence tip and demonstration of common hacking 
scenarios for your board of directors, executive 
management and staff.

• Remediation assistance – assist during your remediation 
journey on cybersecurity framework development, policies 
and procedures to meet cyber regulatory requirements.

• Vendor or solution evaluation service – we help evaluate 
different options of security solutions during your vendor 
selection process in order to provide the best value-for-
money investment to your organisation.

• Security solutions implementation service – 
implementation of security solutions, such as Data Loss 
Protection (DLP) solution, anti-Advanced Persistent Threat 
(APT) solution, Security Information and Event Monitoring 
(SIEM) solution, Identity & Access Management (IAM) 
solution, etc.  We fine-tune the solution to meet your 
organisation’s unique requirements.

2.  In addition to the proposed requirements outlined in the SFC 
consultation paper, the scope of our review can be tailored to also 
include compliance with relevant circulars such as: “Circular to All 
licensed Corporations Alert for Cybersecurity Threats” issued on 26 
Jan 2017; “Circular to All Licensed Corporations on Cybersecurity” 
issued on 23 March 2016; “Circular to Licensed Corporations on 
Mitigating Cybersecurity Risks” issued on 27 November 2014; and 
Code of Conduct for Persons Licensed by or Registered with the 
Securities and Futures Commission. 
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